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cryptographic key is prevented from being decoded in simple 
configuration, illegal action based on forgery after authentication 
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communicate information by performing enciphering 
processing, the IC card terminal 1 compares a random number 
synthesized with the information received from the IC card 2 
with a random number synthesized with the information 
transmitted from the IC card terminal 1 to the IC card 2 in 
advance through a comparison means 14. Only when both the 
random numbers are equal, the processing of received 
information is permitted to a data processing means 15 by 
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received information after the IC card terminal 1 is authenticated 
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PROBLEM TO BE SOLVED: To provide a method and equipment 
for communicating information with which a cryptographic key is 
prevented from being decoded in simple configuration, illegal 
action based on forgery after authentication is prevented as well 
and communication is enabled not only between an IC card and 
an 10 card terminal but also between IC cards. 
SOLUTION: An IC card terminal 1 and an IC card 2 communicate 
information by performing enciphering processing, the 10 card 
terminal 1 compares a random number synthesized with the 
information received from the IC card 2 with a random number 
synthesized with the information transmitted from the IC card 
terminal 1 to the 10 card 2 in advance through a comparison 
means 14. Only when both the random numbers are equal, the 
processing of received information is permitted to a data 
processing means 15 by authenticating the IC card. The IC card 
2 similarly processes the received information after the IC card 
terminal 1 is authenticated as well. 
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CLAIMS 



[Claim(s)] 

[Claim 1] In the information correspondence procedure which communicates by repeating informational 
transmission and reception the number of predetermined times between the 1st equipment and the 2nd 
equipment In case the 1st information over said 2nd equipment is transmitted from said 1st equipment, 
while generating the 1st random number with said 1st equipment Compound the 1st generated this 
random number and this 1st information, and it considers as the 1st synthetic information, this — said 
2nd equipment which enciphered the 1st synthetic information, transmitted to said 2nd equipment as 1st 
encryption information, and received said 1st encryption information from said 1st equipment It 
separates into said the 1st information and said 1st random number, after decrypting the 1st this 
encryption information which received. In case processing to said 1st information is performed and the 
2nd information over said 1 st equipment is transmitted from said 2nd equipment, while generating the 
2nd random number with said 2nd equipment Compound the 2nd generated this random number, this 2nd 
information, and said 1st separated random number, and it considers as the 2nd synthetic information, 
this — said 1st equipment which enciphered the 2nd synthetic information, transmitted to said 1st 
equipment as 2nd encryption information, and received the 2nd encryption information from said 2nd 
equipment It separates into said the 2nd information, said 2nd random number, and said 1st random 
number, after decrypting the 2nd this encryption information which received. When the 1st separated 
this random number is compared with said 1st generated random number and said 1st separated random 
number and said 1st generated random number are in agreement with this comparison, attest said 2nd 
equipment and processing to said 2nd information is performed. In case the 3rd information over said 2nd 
equipment is transmitted from said 1st equipment, while generating the 3rd random number with said ist 
equipment Compound the 3rd generated this random number, this 3rd information, and said 2nd 
separated random number, and it considers as the 3rd synthetic information, this — said 2nd equipment 
which enciphered the 3rd synthetic information, transmitted to said 2nd equipment as 3rd encryption 
information, and received the 3rd encryption information from said 1 st equipment It separates into said 
the 3rd information, said 3rd random number, and said 2nd random number, after decrypting the 3rd this 
encryption information which received. When the 2nd separated this random number is compared with 
said 2nd generated random number and said 2nd separated random number and said 2nd generated 
random number are in agreement with this comparison, attest said 1 st equipment and processing to said 
3rd information is performed. The information correspondence procedure characterized by repeating the 
above-mentioned processing until transmission and reception of the information between said 1st 
equipment and said 2nd equipment are completed. 

[Claim 2] The encryption and the decryption which said 1 st equipment performs, the encryption which 
said 2nd equipment performs, and a decryption are an information correspondence procedure according 
to claim 1 characterized by being carried out using the same cryptographic key. 

[Claim 3] It is the information correspondence procedure according to claim 1 characterized by being the 
IC card terminal with which said 1st equipment is an IC card, and said 2nd equipment performs the 
communication link of said IC card and information. 

[Claim 4] Said the 1st equipment and said 2nd equipment are an information correspondence procedure 
according to claim 1 characterized by being an IC card. 

[Claim 5] In the information correspondence procedure which communicates by repeating informational 
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transmission and reception the number of predetermined times between the 1st equipment and the 2nd 
equipment In case the 1st information over said 2nd equipment is transmitted from said 1st equipment, 
while generating the 1st random number with said 1st equipment Compound the 1st encryption 
information and said 1st generated random number, and it transmits to said 2nd equipment as the 1st 
transmit information, this 1 st information — enciphering — the 1 st encryption information — carrying 
out — this — Said 2nd equipment which received said 1st transmit information from said 1st equipment 
After dividing the 1st this transmit information which received into said 1st random number and said 1st 
encryption information, this, while generating the 2nd random number with said 2nd equipment, in case 
the 1st encryption information is decrypted to said 1st information, processing to this 1st information is 
performed and the 2nd information over said 1st equipment is transmitted from said 2nd equipment 
Compound this 2nd information and said 1st separated random number, and it considers as the 2nd 
synthetic information. Compound the 2nd encryption information and said 2nd generated random number, 
and it transmits to said 1 st equipment as the 2nd transmit information, this — the 2nd synthetic 
information — enciphering — the 2nd encryption information — carrying out — this — Said 1st 
equipment which received the 2nd transmit information from said 2nd equipment After dividing the 2nd 
this transmit information which received into said 2nd random number and said 2nd encryption 
information, Decrypt the 2nd encryption information to said 2nd synthetic information, and the 2nd this 
decrypted synthetic information is divided into said the 1st random number and said 2nd information, this 
— When the 1st separated this random number is compared with said 1st generated random number and 
said 1st separated random number and said 1st generated random number are in agreement with this 
comparison, attest said 2nd equipment and processing to said 2nd information is performed. In case the 
3rd information over said 2nd equipment is transmitted from said 1st equipment, while generating the 3rd 
random number with said 1st equipment Compound this 3rd information and said 2nd separated random 
number, and it considers as the 3rd synthetic information. Compound the 3rd encryption information and 
said 3rd generated random number, and it transmits to said 2nd equipment as the 3rd transmit 
information, this — the 3rd synthetic information — enciphering — the 3rd encryption information — 
carrying out — this — Said 2nd equipment which received the 3rd transmit information from said 1st 
equipment After dividing the 3rd this transmit information which received into said 3rd random number 
and said 3rd encryption information. Decrypt the 3rd encryption information to said 3rd synthetic 
information, and the 3rd this decrypted synthetic information is divided into said the 2nd random number 
and said 3rd information, this — When the 2nd separated this random number is compared with said 2nd 
generated random number and said 2nd separated random number and said 2nd generated random 
number are in agreement with this comparison, attest said 1st equipment and processing to said 3rd 
information is performed. The information correspondence procedure characterized by repeating the 
above-mentioned processing until transmission and reception of the information between said 1st 
equipment and said 2nd equipment are completed. 

[Claim 6] The encryption and the decryption which said 1 st equipment performs, the encryption which 
said 2nd equipment performs, and a decryption are an information correspondence procedure according 
to claim 5 characterized by being carried out using the same cryptographic key. 

[Claim 7] It is the information correspondence procedure according to claim 5 characterized by being the 
IC card terminal with which said 1 st equipment is an IC card, and said 2nd equipment performs the 
communication link of said IC card and information. 

[Claim 8] Said the 1 st equipment and said 2nd equipment are an information correspondence procedure 
according to claim 5 characterized by being an IC card. 

[Claim 9] In the information communication device which communicates by repeating informational 
transmission and reception the number of predetermined times between the 1st equipment and the 2nd 
equipment said 1st equipment The 1st information processing means, the 1st 
random-number-generation means, the 1st synthetic means, the 1st encryption means, the 1st 
decryption means, the 1 st separation means, and the 1 st comparison means are provided. Said 2nd 
equipment The 2nd information processing means, the 2nd random-number-generation means, the 2nd 
synthetic means, the 2nd encryption means, the 2nd decryption means, the 2nd separation means, and 
the 2nd comparison means are provided. When said 1st equipment transmits information to said 2nd 
equipment While outputting the information which said 1st information processing means transmits, said 
1st random-number-generation means generates a random number. The random number which said 2nd 
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equipment contained in information just before said 1 st separation means received from said 2nd 
equipment generated is separated and acquired. After compounding the information which said 1st 
information processing means outputted, the random number which said 1st random-number-generation 
means generated, and the random number which said 1st separation means acquired with said 1st 
synthetic means. When it enciphers with said 1 st encryption means, it transmits as encryption 
information and said 2nd equipment transmits information to said 1st equipment While outputting the 
information which said 2nd information processing means transmits, said 2nd random-number-generation 
means generates a random number. The random number which said 1st equipment contained in 
information just before said 2nd separation means received from said 1st equipment generated is 
separated and acquired. After compounding the information which said 2nd information processing means 
outputted, the random number which said 2nd random-number-generation means generated, and the 
random number which said 2nd separation means acquired with said 2nd synthetic means, When it 
enciphers with said 2nd encryption means, it transmits as encryption information and said 1st equipment 
receives the encryption information from^said 2nd equipment It separates into the information which said 
2nd information processing means outputted with said 1 st separation means, the random number which 
said 2nd random-number-generation means generated, and the random number which said 2nd 
separation means acquired, after decrypting the received this encryption information with said 1 st 
decryption means. Said 1 st comparison means compares the acquired this random number and the 
random number which said 1 st random-number-generation means generated. The information which said 
2nd information processing means separated with said 1 st separation means when this comparison result 
was coincidence outputted is processed with said 1 st information processing means. When said 2nd 
equipment receives the encryption information from said 1st equipment It separates into the information 
which said 1st information processing means outputted with said 2nd separation means, the random 
number which said 1 st random-number-generation means generated, and the random number which said 
1 St. separation means acquired, after decrypting the received this encryption information with said 2nd 
decryption means. Said 2nd comparison means compares the acquired this random number and the 
random number which said 2nd random-number-generation means generated. The information 
communication device characterized by processing the information which said 1 st information processing 
means separated with said 2nd separation means when this comparison result was coincidence 
outputted with said 2nd information processing means. 

[Claim 10] In transmitting information to said 2nd equipment before said 1st equipment receives 
information from said 2nd equipment Said 1 st synthetic means compounds only the information which 
said 1st information processing means outputted. and the random number which said 1st 
random-number-generation means generated. In transmitting information to said 1 st equipment before 
said 2nd equipment receives information from said 1st equipment Said 2nd synthetic means compounds 
only the information which said 2nd information processing means outputted, and the random number 
which said 2nd random-number-generation means generated. When information is received from said 2nd 
equipment before said 1 st equipment transmitted information to said 2nd equipment The information 
which said 2nd information processing means separated with said 1st separation means, without said 1st 
comparison means comparing a random number outputted is processed with said 1st information 
processing means. When information is received from said 1st equipment before said 2nd equipment 
transmitted information to said 1st equipment The information communication device according to claiim 
9 characterized by processing the information which said 1st information processing means separated 
with said 2nd separation means, without said 2nd comparison means comparing a random number 
outputted with said 2nd information processing means. 

[Claim 11] Said 1st encryption means, said 2nd encryption means, said 1st decryption means, and said 
2nd decryption means are an information communication device according to claim 9 or 10 characterized 
by using the same cryptographic key. 

[Claim 12] It is the information communication device according to claim 9 or 10 characterized by being 
the IC card terminal with which said 1st equipment is an IC card, and said 2nd equipment performs the 
communication link of said IC card and information. 

[Claim 13] Said the 1st equipment and said 2nd equipment are an information communication device 
according to claim 9 or 10 characterized by being an IC card. 

[Claim 14] In the information communication device which communicates by repeating informational 
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transmission and reception the number of predetermined times between the 1st equipment and the 2nd 
equipment said 1st equipment The 1st information processing means, the 1st 

random-number-generation means, the 1st upper composition means, the 1st lower layer composition 
means, the 1st encryption means, the 1st decryption means, the 1st upper separation means, the 1st 
lower layer separation means, and the 1st comparison means are provided. Said 2nd equipment 
possesses the 2nd information processing means, the 2nd random-number-generation means, the 2nd 
upper composition means, the 2nd lower layer composition means, the 2nd encryption means, the 2nd 
decryption means, the 2nd upper separation means, the 2nd lower layer separation means, and the 2nd 
comparison means. When said 1 st equipment transmits information to said 2nd equipment While 
outputting the information which said 1st information processing means transmits, said 1st 
random-number-generation means generates a random number. The random number which said 2nd 
equipment contained in information just before said 1st separation means received from said 2nd 
equipment generated is separated and acquired. After compounding the information which said 1 st 
information processing means outputted, and the random number which said 1st separation means 
acquired with said 1st lower layer composition means, Encipher with said 1st encryption means, consider 
as encryption information, and it transmits as synthetic information which compounded this encryption 
information and the random number which said 1 st random-number-generation means generated with 
said 1st upper composition means. When said 2nd equipment transmits information to said 1st equipment 
While outputting the information which said 2nd information processing means transmits, said 2nd 
random-number-generation means generates a random number. The random number which said 1st 
equipment contained in information just before said 2nd separation means received from said 1 st 
equipment generated is separated and acquired. After compounding the information which said 2nd 
information processing means outputted, and the random number which said 2nd separation means 
acquired with said 2nd lower layer composition means, Encipher with said 2nd encryption means, 
consider as encryption information, and it transmits as synthetic information which compounded this 
encryption information and the random number which said 2nd random-number-generation means 
generated with said 2nd upper composition means. When said 1st equipment receives the synthetic 
information from said 2nd equipment After said 1 st upper separation means separates the random 
number which said 2nd random-number-generation means generated from the received this synthetic 
information. It separates into the information which decrypted with said 1st decryption means and said 
2nd information processing means outputted with said 1st separation means further, and the random 
number which said 2nd separation means acquired. Said 1st comparison means compares the acquired 
this random number and the random number which said 1st random-number-generation means 
generated. The information which said 2nd information processing means separated with said 1 st 
separation means when this comparison result was coincidence outputted is processed with said 1st 
information processing means. When said 2nd equipment receives the synthetic information from said 1st 
equipment After said 2nd upper separation means separates the random number which said 1 st 
random-number-generation means generated from the received this synthetic information. It separates 
into the information which decrypted with said 2nd decryption means and said 1 st information processing 
means outputted with said 2nd separation means further, and the random number which said 1st 
separation means acquired. Said 2nd comparison means compares the acquired this random number and 
the random number which said 2nd random-number-generation means generated. The information 
communication device characterized by processing the information which said 1 st information processing 
means separated with said 2nd separation means when this comparison result was coincidence 
outputted with said 2nd information processing means. 

[Claim 15] In transmitting information to said 2nd equipment before said 1st equipment receives 
information from said 2nd equipment Said 1st encryption means enciphers only the information which 
said 1st information processing means outputted. In transmitting information to said 1st equipment 
before said 2nd equipment receives information from said 1st equipment Said 2nd encryption means 
enciphers only the information which said 2nd information processing means outputted. When information 
is received from said 2nd equipment before said 1st equipment transmitted information to said 2nd 
equipment The information which said 2nd information processing means separated with said 1st 
separation means, without said 1st comparison means comparing a random number outputted is 
processed with said 1st information processing means. When information is received from said 1st 
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equipment before said 2nd equipment transmitted information to said 1st equipment The information 
communication device according to claim 14 characterized by processing the information which said 1st 
information processing means separated with said 2nd separation means, without said 2nd comparison 
means comparing a random number outputted with said 2nd information processing means. 
[Claim 16] Said 1st encryption means, said 2nd encryption means, said 1st decryption means, and said 
2nd decryption means are an information communication device according to claim 14 or 15 
characterized by using the same cryptographic key. 

[Claim 17] It is the information communication device according to claim 14 or 15 characterized by being 
the IC card terminal with which said 1st equipment is an IC card, and said 2nd equipment performs the 
communication link of said IC card and information. 

[Claim 18] Said the 1st equipment and said 2nd equipment are an information communication device 
according to claim 14 or 15 characterized by being an IC card. 



[Translation done.] 
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DETAILED DESCRIPTION 



[Detailed Description of the Invention] 
[0001] 

[Field of the Invention] About an information correspondence procedure and equipment, especially this 
invention relates to the information correspondence procedure and equipment which can communicate 
between an IC card and an IC card terminal and between IC cards while preventing leakage of a 
cryptographic key. 
[0002] 

[Description of the Prior Art] As compared with a magnetic card, the informational storage capacity of 
the IC card which carried IC (integrated circuit: integrated circuit) is large, and since it is possible to also 
make an operation etc. process inside an IC card, the application is various. 

[0003] In the case where money information and extra sensitive information are treated depending on 
this application, for example, the adoption of an information correspondence procedure with high 
safeties, such as authentication and informational encryption, or equipment including an IC card and its 
peripheral device serves as important requirements. 

[0004] Here, the conventional information correspondence procedure in an IC card and its peripheral 
device and an example of equipment are explained. 

[0005] Drawing 4 is drawing having shown the flow of the block diagram having shown an example of the 
conventional IC card system, and a signal. As for the IC card terminal 101, the conventional IC card 
system possesses the confidential information storing means (KEY2) 1 19, the processing means 1 15, the 
encryption means (EK2) 113. and a decryption means (DKI). as shown in drawing 4 (a), and IC card 102 
possesses the confidential information storing means (KEY1) 129, the comparison means 124, the 
processing means 125, the encryption means (EK1) 123. and the decryption means (DK2) 128. and is 
constituted. 

[0006] Actuation in case the IC card terminal 101 performs the writing and read-out of information to IC 
card 102 here is explained. 

[0007] If IC card 102 is inserted in the IC card terminal 101, the confidential information (KEY2) by which 
the IC card terminal 101 is stored in the confidential information storing means (KEY2) 119 will be 
transmitted to IC card 102 (step 151). IC card 102 will perform comparison collating for the confidential 
information (KEYl) stored in this and the confidential information storing means (KEYl) 129 with the 
comparison means 124, if confidential information (KEY2) is received. If confidential information (KEY2) is 
in agreement with confidential information (KEYl), IC card 102 will attest the IC card terminal 101 with it 
being a just IC card terminal, and will permit processing actuation to the processing means 125. Although 
the processing means 125 will start the communication link of the processing means 115 and data of the 
IC card terminal 101, an instruction, etc. if actuation is permitted In case it communicates, the data 
transmitted from the processing means 125 (Ml, M3) It is enciphered and transmitted with the 
encryption means (EK1) 123 (steps 152 and 154), and the IC card terminal 101 decrypts this with the 
decryption means (DKI) 1 18, and the processing means 115 processes. Moreover, it is enciphered with 
the encryption means (EK2) 1 13 (M2, M4), and the data transmitted from the processing means 1 15 are 
transmitted (steps 153 and 155). IC card 102 decrypts this with the decryption means (DK2) 128. and the 
processing means 1 25 processes. 

[0008] Although the cryptographic key which the encryption means (EKl) 123 and the decryption means 
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(DK1) 118 use needs to be the same and the cryptographic key which the encryption means (EK2) 1 13 
and the decryption means (DK2) 128 use needs to be the same in order to perform such processing, four 
persons' cryptographic key may be the same. Moreover, the confidential information storing means 
(KEY2) 1 19 is constituted from input means, such as a personal identification number, and you may make 
it IC card 102 attest the user who operates the IC card terminal 101. 

[0009] However, in the configuration shown in drawing 4 , it is monitoring the communication link 
between the IC card terminal 101 and IC card 102, and the problem of becoming it being possible to 
carry out the unjust acquisition of the confidential information comparatively easily, and possible to use 
rewriting and the forged IC card of the information on IC card 102 if confidential information is acquired 
arises. 

[0010] Moreover, since the enciphered information is also always communicating using the same 
cryptographic key, possibility of decoding is high. 

[001 1] In order to cope with such a problem, while attesting without communicating confidential 
information between an IC card terminal and an IC card, the technique of preventing from decoding the 
enciphered information easily is proposed by JP,2-31289A JP.2-31290.A. JP,2-44389.A, JP,2-195378.A, 
etc. 

[0012] The technique proposed by JP,2-31289,A The IC card terminal 201 which possesses the 
processing means 215, the encryption means (EK2) 213-1, the encryption means (EK4) 213-2, the 
decryption means (DK1) 218-1, and the decryption means (DK3) 218-2 as shown in drawing 5 (a), It 
consists of IC cards 202 possessing the processing means 225, the random-number-generation means 
(R) 221, the comparison means 224, the encryption means (EK1) 223-1, the encryption means (EK3) 
223-2, the decryption means (DK2) 228-1, and the decryption means (DK4) 228-2. 
[0013] This IC card system delivers and receives a signal by flow as shown in drawing 5 (b). First, in 
order that IC card 202 may attest the IC card terminal 201 Generate a random number (R) with the 
random-number-generation means (R) 221. encipher this with the encryption means (EK1) 223-1. and it 
transmits to the IC card terminal 201 (step 251). The IC card terminal 201 decrypts this with the 
decryption means (DK1) 218-1, enciphers the decrypted random number (R) with the encryption means 
(EK2) 213-1. and transmits it to IC card 202 (step 252). 

[0014] an IC card — 202 — having received — coding information — a decryption — a means (DK2) — 
228 - one — decrypting — this — a decryption — having obtained — a random number — ( — R — ) — 
random number generation — a means — ( — R — ) ~ 221 — having generated — a random number — 
( — R — ) — a comparison — a means — 224 — comparing — both — being in agreement — if — the 
IC card terminal 201 — attesting — the processing means 225 — authorization of operation — giving . 
[0015] This attests the IC card terminal 201 by the random number which IC card 202 generated and. 
was transmitted having been answered by being carried out in just processing, and when the encryption 
means (EK1) 223-1 and the decryption means (OKI) 218-1 use the same cryptographic key and the i 
encryption means (EK2) 213-1 and the decryption means (DK2) 228-1 are using the same cryptographic 
key. it is materialized. However, the cryptographic key which the encryption means (EK1) 223-1 and the 
encryption means (EK2) 213-1 use in this case must not be the same. 

[0016] Although the processing means 225 will start the communication link of the processing means 215 
and data of the IC card terminal 201. an instruction, etc. if IC card 202 attests the IC card terminal 201 
and permits actuation of the processing means 225 In case it communicates, the data transmitted frorn 
the processing means 225 (Ml, M3) It is enciphered and transmitted with the encryption means (EK3) 
223-2 (steps 253 and 255), and the IC card terminal 201 decrypts this with the decryption means (DK3) 
218-2. and the processing means 215 processes. Moreover, it is enciphered with the encryption means 
(EK4) 213-2 (M2. M4), and the data transmitted from the processing means 215 are transmitted (steps 
254 and 256). IC card 202 decrypts this with the decryption means (DK4) 228-2. and the processing , 
means 225 processes. 

[0017] In this case, without transmitting confidential information directly unlike the system explained by 
drawing 4 , it is enciphering the random number used at the time of authentication by the cryptographic 
key, and the information acquired by wire tapping is changed each time, and it is going to make decode of 
a code difficult. 

[0018] The technique proposed by JP.2-31290.A The IC card terminal 301 which possesses the 
processing means 315, the encryption means (EK2) 313-1. encryption means (ER)313-2. the decryption 
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means (DK1) 318-1, and decryption means (DR)318-2 as shown in drawing 6 (a). It consists of the 
processing means 325, the random-number-generation means (R) 321, the comparison means 324. the 
encryption means (EK1) 323-1. encryption means (ER)323-2, a decryption means (DK2) 328-1. and lO 
card 302 possessing decryption means (DR)328-2. 

[0019] Although this IC card system delivers and receives a signal by flow as shown in drawing 6 (b), 
since the approach IC card 302 attests the IC card terminal 301 with the signal delivered and received at 
steps 351 and 352 is the same as that of the case where it is shown in drawing 5 . explanation is 
omitted. 

[0020] Now. although the processing means 325 will start the communication link of the processing 
means 315 and data of the IC card terminal 301. an instruction, etc. if IC card 302 attests the IC card 
terminal 301 and actuation of the processing means 325 is permitted In case it communicates, the data 
transmitted from the processing means 325 (Ml, M3) Encryption means (ER) By 323—2, at the time of 
authentication, the random number which the random-number-generation means (R) 321 generated is 
enciphered as a cryptographic key, and it is transmitted (steps 353 and 355). and the IC card terminal 
301 decrypts this by decryption means (DR)318-2, and the processing means 315 processes. Moreover, 
the random number (it memorizes at the time of authentication) which the random-number-generation 
means (R) 321 generated in encryption means (ER)313-2 similarly at the time of authentication (M2, M4) 
is enciphered as a cryptographic key, the data transmitted from the processing means 315 are 
transmitted (steps 354 and 356), IC card 302 decrypts this by decryption means (DR)328-2, and the 
processing means 325 processes. 

[0021] In this case, by using the random number which generated the encryption at the time of 
communicating data etc. at the time of authentication as a cryptographic key in addition to the system 
explained by drawing 5 , a cryptographic key is changed each time and it is going to make decode 
difficult. 

[0022] Moreover, the technique proposed by JP,2-44389.A Drawing 7 As shown in (a), the processing 
means 415. a random-number-generation means (R2) 411, the comparison means 414. the synthetic 
means 412. the encryption means (EK2) 413-1, the encryption means (ER one R2) 413-2. the decryption 
means (DK1) 418-1. the decryption means (DK2) 418-2. and the decryption means (DR one R2) 418-3 
The IC card terminal 401 to provide, The processing means 425, a random-number-generation means 
(R1) 421, the comparison means 424, the separation means 427, the encryption means (EK1) 423-1. the 
encryption means (EK3) 423-2, the encryption means (ER one R2) 423-3, the decryption means (DK2) 
428-1. and the decryption means (DR one R2) 428-2 It consists of IC cards 402 to provide. 
[0023] This IC card system delivers and receives a signal by flow as shown in drawing 7 (b). First, in 
order to attest the IC card terminal 401, IC card 402 generates a random number (R1) with the 
random-number-generation means (R1) 421. enciphers this with the encryption means (EK1) 423-1, and 
transmits it to the IC card terminal 401 (step 451). While decrypting the received encryption information 
with the decryption means (DK1) 418-1. in order to attest IC card 402, the IC card terminal 401 
generates a random number (R2) with the random-number-generation means (R2) 41 1 , compounds this 
random number (R2) and the decrypted random number (R1) with the synthetic means 412, enciphers 
this with the encryption means (EK2) 413-1, and transmits it to IC card 402 (step 452). 
[0024] IC card 402 decrypts the coding information which received with the decryption means (DK2) 
428-1. and divides it into a random number (R1) and a random number (R2) with the separation means 
427 further. If it is compared by the random number (R1) and the comparison means 424 which the 
random-number-generation means (R1) 421 generated and both are in agreement, the separated random 
number (R1) will attest the IC card terminal 401, and will give authorization of operation to the 
processing means 425. 

[0025] On the other hand, the random number (R2) separated with the separation means 427 It is 
enciphered with the encryption means (EK3) 423-2, and is transmitted to the IC card terminal 401. The 
IC card terminal 401 The comparison means 414 compares the random number (R2) which decrypted the 
coding information which received with the decryption means (DK3) 418-2. and was obtained by the 
decryption, and the random number (R2) which the random-number-generation means (R2) 41 1 
generated. If both are in agreement, IC card 402 will be attested and authorization of operation will be 
given to the processing means 415. 

[0026] Although the processing means 415 and the processing means 425 will start the communication 
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link of data, an instruction, etc. mutually if IC card 402 attests the IC card terminal 401. actuation of the 
processing means 425 is permitted, the IC card terminal 401 attests IC card 402 and actuation of the 
processing means 415 is permitted In case it communicates, the data which the processing means 425 
transmits (Ml, M3) With the encryption means (ER one R2) 423-3, at the time of authentication, encipher 
the random number (R1) which the random-number-generation means (R1) 421 generated, and the 
random number (R2) which the random-number-generation means (R2) 41 1 generated as a cryptographic 
key, and it is transmitted (steps 454 and 456). The IC card terminal 401 decrypts this with the 
decryption means (DR one R2) 418-3. and the processing means 415 processes. Moreover, the data 
transmitted from the processing means 415 (M2, M4) Similarly, with the encryption means (ER one R2) 
413-2, at the time of authentication, encipher the random number (R1) which the 
random-number-generation means (R1) 421 generated, and the random number (R2) which the 
random-number-generation means (R2) 41 1 generated as a cryptographic key, and it is transmitted 
(steps 455 and 457). IC card 402 decrypts this with the decryption means (DR one R2) 428-2. and the 
processing means 425 processes. 

[0027] As compared with the system which explained this system by drawinn 6 , it differs in an IC card 
not only attests an IC card terminal, but that the IC card terminal has attested the IC card. 
[0028] The technique proposed by JP.2-195378.A Drawing 8 As shown in (a), the processing means 515, 
a random-number-generation means (R2) 51 1, the encryption means (EK2) 513-1. the encryption means 
(ER2) 513-2, the decryption means (DK1) 518-1, the decryption means (DR2) 518-2, a register 
531-1.531-2. and the EXCLUSIVE-OR-operation means 532-1.532-2 The IC card terminal 501 to 
provide. The processing means 525. a random-number-generation means (R1) 521. the encryption means 
(EK1) 523-1. the encryption means (ER2) 523—2, the decryption means (DK2) 528—1 . the decryption 
means (DR2) 528-2. a register 541-1.541-2, and the EXCLUSIVE-QR-operation means 542-1.542-2 It 
consists of IC cards 502 to provide. 

[0029] Especially authentication is not performed although this IC card system delivers and receives a 
signal by flow as shown in drawing 8 (b). 

[0030] First, in advance of the communication link of data etc., IC card 502 generates a random number 
(R1) with the random-number-generation means (R1) 521. While storing this in a register 541-1,541-2. 
encipher with the encryption means (EK1) 523-1, and it transmits to the IC card terminal 501 (step 551). 
The IC card terminal 501 stores in a register 531-1.531-2 the random number (R1) which decrypted and 
obtained this with the decryption means (DK1) 518-1. Moreover, the IC card terminal 501 generates a 
random number (R2) with the random-number-generation means (R2) 51 1. this is enciphered with the 
encryption means (EK2) 513-1, and it transmits to IC card 502 (step 552). and IC card 502 decrypts this 
with a decryption means (DK2), and obtains a random number (R2). 

[0031] Thus, although the IC card terminal 501 and IC card 502 will start the communication link of data, 
an instruction, etc. using a random number (R1) and a random number (R2) if a random number (R1) and 
a random number (R2) are notified mutually In case it communicates, the data transmitted from the 
processing means 525 (Ml. M3. M5) A random number (R2) is enciphered as a cryptographic key with the 
encryption means (ER2) 523-2, an exclusive OR with the random number (Rl) which is the contents 
further stored in the register 541-1 with the EXCLUSIVE-OR-operation means 542-1 calculates, and 
this result of an operation is transmitted (step 553). The IC card terminal 501 performs the reverse 
operation of the operation in the EXCLUSIVE-OR-operation means 542-1 using the random number (Rl) 
which is the contents in which the coding information which received is stored by the register 531-1 
with the EXCLUSIVE-OR-operation means 532-1, a random number (R2) is decrypted as a 
cryptographic key with the decryption means (DR2) 518-2. and the processing means 515 processes 
this. Moreover, the contents stored in a register 531-1,541-1 are changed into the data (Ml) which were 
the contents of a communication link after a communication link, and an exclusive OR with data (Ml) i 
calculates them by the next communication link (step 555). 

[0032] Similarly, the data transmitted from the processing means 515 use a random number (R2) for a: 
cryptographic key (M2. M4. M6), and an exclusive OR with the contents of storing of a register 531-1 
calculates, and is transmitted. 

[0033] Since this system serves as that the cryptographic key is changed for every communication link 
by the operation of an exclusive OR. and consent, decode of encryption information is difficult. 
[0034] 
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[Problem(s) to be Solved by the Invention] However, with the technique proposed by JP,2-31289A 
since it is always communicating using the same cryptographic key after attesting, the same cipher may 
communicate and decode of a cryptographic key may be performed. For example, if the same 
cryptographic key is used to the plaintext which communicates each time [. such as an access request 
and an access permission, ]. the always same cipher will communicate. If the cryptographic key after 
authentication is decoded, after an IC card attests an IC card terminal, it intervenes in a communication 
link, and a just IC card terminal will be impersonated and unjust access to an IC card will be attained. 
Moreover, since the configuration or signal processing of an IC card and an IC card terminal are not the 
same, it cannot communicate between IC cards, without minding an IC card terminal by this approach (** 
which processes nothing). 

[0035] A cryptographic key is changed for every use (whenever an IC card is inserted in an IC card 
terminal), but with the technique proposed by JP,2-31290,A or JP,2~44389,A, about one use, since it 
uses the same cryptographic key, a cryptographic key may be decoded, it impersonates after 
authentication, and it cannot communicate between IC cards while ** is possible for after authentication. 

[0036] Since the cryptographic key is changed for every communication link, decode of a cryptographic 
key becomes difficult, but it will become still more complicated constituting it, if it a configuration not 
only becomes complicated, but is combined with one of the above-mentioned authentication approaches, 
since the technique proposed by JP,2-195378,A omits authentication. Moreover, since the configuration 
and signal processing of an IC card and an IC card terminal are almost the same, although the 
communication link between IC cards is possible, in order to attest, when it combines with one of the 
above-mentioned authentication approaches, the communication link between IC cards will be 
impossible. 

[0037] Then, this invention aims at offering the information correspondence procedure and equipment 
which can also prevent the malfeasance after authentication depended for impersonating, and can 
perform not only the communication link with an IC card and an IC card terminal but the communication 
link between IC cards while it prevents decode of a cryptographic key with an easy configuration. 
[0038] 

[Means for Solving the Problem] In order to attain the purpose mentioned above, in invention of claim' 1 
In the information correspondence procedure which communicates, by repeating informational 
transmission and reception the number of predetermined times between the 1st equipment and the 2hd 
equipment In case the 1st information over said 2nd equipment is transmitted from said 1st equipment, 
while generating the 1st random number with said 1st equipment Compound the 1st generated this 
random number and this 1st information, and it considers as the 1st synthetic information, this — said 
2nd equipment which enciphered the 1st synthetic information, transmitted to said 2nd equipment as 1st 
encryption information, and received said 1 st encryption information from said 1 st equipment It 
separates into said the 1st information and said 1st random number, after decrypting the 1st this 
encryption information which received. In case processing to said 1 st information is performed and the 
2nd information over said 1st equipment is transmitted from said 2nd equipment, while generating the 
2nd random number with said 2nd equipment Compound the 2nd generated this random number, this 2nd 
information, and said 1st separated random number, and it considers as the 2nd synthetic information, 
this — said 1 st equipment which enciphered the 2nd synthetic information, transmitted to said 1 st 
equipment as 2nd encryption information, and received the 2nd encryption information from said 2nd 
equipment It separates into said the 2nd information, said 2nd random number, and said 1st random 
number, after decrypting the 2nd this encryption information which received. When the 1st separated 
this random number is compared with said 1st generated random number and said 1st separated random 
number and said 1st generated random number are in agreement with this comparison, attest said 2nd 
equipment and processing to said 2nd information is performed. In case the 3rd information over said 2nd 
equipment is transmitted from said 1st equipment, while generating the 3rd random number with said 1st 
equipment Compound the 3rd generated this random number, this 3rd information, and said 2nd 
separated random number, and it considers as the 3rd synthetic information, this — said 2nd equipment 
which enciphered the 3rd synthetic information, transmitted to said 2nd equipment as 3rd encryption 
information, and received the 3rd encryption information from said 1st equipment It separates into said 
the 3rd information, said 3rd random number, and said 2nd random number, after decrypting the 3rd this 



5/13 



2007/10/04 15:57 



JP, 1 l-16846l,A [DETAILED DESCRIPTION] http://wmv4.ipdl.inpit.go.jp/cgi-bin/tran.web.cgLejje 
• * 

encryption information which received. When the 2nd separated this random number is compared with 
said 2nd generated random number and said 2nd separated random number and said 2nd generated 
random number are in agreement with this comparison, attest said 1st equipment and processing to said 
3rd information is performed. It is characterized by repeating the above-mentioned processing until 
transmission and reception of the information between said 1st equipment and said 2nd equipment are 
completed. 

[0039] Moreover, in invention of claim 2, it is characterized by being carried out using a cryptographic 
key with same the encryption and the decryption which said 1st equipment performs, encryption which 
said 2nd equipment performs, and decryption in invention of claim 1 . 

[0040] Moreover, in invention of claim 3. in invention of claim 1, said 1st equipment is an IC card and said 
2nd equipment is characterized by being said IC card and the IC card terminal which performs an 
informational communication link. 

[0041] Moreover, in invention of claim 4, it is characterized by said the 1st equipment and said 2nd 
equipment being an IC card in invention of claim 1. 

[0042] Moreover, it sets to the information correspondence procedure which communicates in invention 
of claim 5 by repeating informational transmission and reception the number of predetermined times 
between the 1st equipment and the 2nd equipment. In case the 1st information over said 2nd equipment 
is transmitted from said 1st equipment, while generating the 1st random number with said 1st equipment 
Compound the 1st encryption information and said 1st generated random number, and it transmits to 
said 2nd equipment as the 1st transmit information, this 1st information — enciphering — the 1st 
encryption information — carrying out — this — Said 2nd equipment which received said 1st transmit 
information from said 1st equipment After dividing the 1st this transmit information which received into 
said 1st random number and said 1st encryption information, this, while generating the 2nd random 
number with said 2nd equipment, in case the 1 st encryption information is decrypted to said 1 st 
information, processing to this 1st information is performed and the 2nd information over said 1st 
equipment is transmitted from said 2nd equipment Compound this 2nd information and said 1st 
separated random number, and it considers as the 2nd synthetic information. Compound the 2nd 
encryption information and said 2nd generated random number, and it transmits to said 1st equipment as 
the 2nd transmit information, this — the 2nd synthetic information — enciphering — the 2nd encryption 
information — carrying out — this — Said 1 st equipment which received the 2nd transmit information 
from said 2nd equipment After dividing the 2nd this transmit information which received into said 2nd 
random number and said 2nd encryption information. Decrypt the 2nd encryption information to said 2nd 
synthetic information, and the 2nd this decrypted synthetic information is divided into said the 1 st 
random number and said 2hd information, this — When the 1st separated this random number is 
compared with said 1st generated random number and said 1st separated random number and said 1st 
generated random number are in agreement with this comparison, attest said 2nd equipment and 
processing to said 2nd information is performed. In case the 3rd information over said 2nd equipment is 
transmitted from said 1st equipment, while generating the 3rd random number with said 1st equipment 
Compound this 3rd information and said 2nd separated random number, and it considers as the 3rd 
synthetic information. Compound the 3rd encryption information and said 3rd generated random number, 
and it transmits to said 2nd equipment as the 3rd transmit information, this — the 3rd synthetic 
information — enciphering — the 3rd encryption information — carrying out — this — Said 2nd 
equipment which received the 3rd transmit information from said 1st equipment After dividing the 3rd 
this transmit information which received into said 3rd random number and said 3rd encryption 
information, Decrypt the 3rd encryption information to said 3rd synthetic information, and the 3rd this^ 
decrypted synthetic information is divided into said the 2nd random number and said 3rd information, this 
— When the 2nd separated this random number is compared with said 2nd generated random number 
and said 2nd separated random number and said 2nd generated random number are in agreement with 
this comparison, attest said 1st equipment and processing to said 3rd information is performed. It is 
characterized by repeating the above-mentioned processing until transmission and reception of the 
information between said 1st equipment and said 2nd equipment are completed. 

[0043] Moreover, in invention of claim 6, it is characterized by being carried out using a cryptographic 
key with same the encryption and the decryption which said 1st equipment performs, encryption which 
said 2nd equipment performs, and decryption in invention of claim 5. 
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[0044] Moreover, in invention of claim 7, in invention of claim 5, said 1st equipment is an IC card and said 
2nd equipment is characterized by being said IC card and the IC card terminal which performs an 
informational communication link. 

[0045] Moreover, in invention of claim 8, it is characterized by said the 1st equipment and said 2nd 
equipment being an IC card in invention of claim 5. 

[0046] In the information communication device which communicates in invention of claim 9 by repeating 
informational transmission and reception the number of predetermined times between the 1st equipment 
and the 2nd equipment moreover, said 1st equipment The 1st information processing means, the 1st 
random-number-generation means, the 1st synthetic means, the 1st encryption means, the 1st 
decryption means, the 1st separation means, and the 1st comparison means are provided. Said 2nd 
equipment The 2nd information processing means, the 2nd random-number-generation means, the 2nd 
synthetic means, the 2nd encryption means, the 2nd decryption means, the 2nd separation means, and 
the 2nd comparison means are provided. When said 1st equipment transmits information to said 2nd 
equipment While outputting the information which said 1 st information processing means transmits, said 
1st random-number-generation means generates a random number. The random number which said 2nd 
equipment contained in information just before said 1st separation means received from said 2nd 
equipment generated is separated and acquired. After compounding the information which said 1 st 
information processing means outputted, the random number which said 1st random-number-generation 
means generated, and the random number which said 1st separation means acquired with said 1st 
synthetic means. When it enciphers with said 1 st encryption means, it transmits as encryption 
information and said 2nd equipment transmits information to said 1st equipment While outputting the 
information which said 2nd information processing means transmits, said 2nd random-number-generation 
means generates a random number. The random number which said 1st equipment contained in 
information just before said 2nd separation means received from said 1st equipment generated is 
separated and acquired. After compounding the information which said 2nd information processing m^ans 
outputted, the random number which said 2nd random-number-generation means generated, and the 
random number which said 2nd separation means acquired with said 2nd synthetic means. When it 
enciphers with said 2nd encryption means, it transmits as encryption information and said 1 st equipment 
receives the encryption information from said 2nd equipment It separates into the information which said 
2nd information processing means outputted with said 1st separation means, the random number which 
said 2nd random-number-generation means generated, and the random number which said 2nd 
separation means acquired, after decrypting the received this encryption information with said 1st 
decryption means. Said 1 st comparison means compares the acquired this random number and the 
random number which said 1 st random-number-generation means generated. The information which said 
2nd information processing means separated with said 1 st separation means when this comparison result 
was coincidence outputted is processed with said 1st information processing means. When said 2nd 
equipment receives the encryption information from said 1st equipment It separates into the information 
which said 1 st information processing means outputted with said 2nd separation means, the random 
number which said 1 st random-number-generation means generated, and the random number which said 
1st separation means acquired, after decrypting the received this encryption information with said 2nd 
decryption means. It is characterized by processing the information which said 1st information 
processing means which compared the acquired this random number with the random number which said 
2nd random-number-generation means generated with said 2nd comparison means, and was separated 
with said 2nd separation means when this comparison result was coincidence outputted with said 2nd 
information processing means. 

[0047] moreover, in transmitting information to said 2nd equipment in invention of claim 9 in invention of 
claim 10 before said 1st equipment receives information from said 2nd equipment Said 1st synthetic 
means compounds only the information which said 1st information processing means outputted, and the 
random number which said 1st random-number-generation means generated. In transmitting information 
to said 1st equipment before said 2nd equipment receives information from said 1st equipment Said 2nd 
synthetic means compounds only the information which said 2nd information processing means 
outputted, and the random number which said 2nd random-number-generation means generated. When 
information is received from said 2nd equipment before said 1st equipment transmitted information to 
said 2nd equipment The information which said 2nd information processing means separated with said 
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1st separation means, without said 1st comparison means comparing a random number outputted is 
processed with said 1st information processing means. When information is received from said 1st 
equipment before said 2nd equipment transmitted information to said 1st equipment It is characterized 
by processing the information which said 1st information processing means separated with said 2nd 
separation means, without said 2nd comparison means comparing a random number outputted with said 
2nd information processing means. 

[0048] Moreover, in invention of claim 1 1 , it is characterized by using a cryptographic key with same said 
1st encryption means, said 2nd encryption means, said 1st decryption means, and said 2nd decryption 
means in invention of claims 9 or 10. 

[0049] Moreover, in invention of claim 12, in invention of claims 9 or 10, said 1st equipment is an IC card 
and said 2nd equipment is characterized by being said IC card and the IC card terminal which performs 
an informational communication link. 

[0050] Moreover, in invention of claim 13, it is characterized by said the 1st equipment and said 2nd 
equipment being an IC card in invention of claims 9 or 10. 

[0051] In the information communication device which communicates in invention of claim 14 by 
repeating informational transmission and reception the number of predetermined times between the 1st 
equipment and the 2nd equipment moreover, said 1st equipment The 1st information processing means, 
the 1st random-number-generation means, the 1st upper composition means, the 1st lower layer 
composition means, the 1st encryption means, the 1st decryption means, the 1st upper separation 
means, the 1st lower layer separation means, and the 1st comparison means are provided. Said 2nd 
equipment possesses the 2nd information processing means, the 2nd random-number-generation means, 
the 2nd upper composition means, the 2nd lower layer composition means, the 2nd encryption means; 
the 2nd decryption means, the 2nd upper separation means, the 2nd lower layer separation means, and 
the 2nd comparison means. When said 1st equipment transmits information to said 2nd equipment While 
outputting the information which said 1st information processing means transmits, said 1st 
random-number-generation means generates a random number. The random number which said 2nd 
equipment contained in information just before said 1st separation means received from said 2nd 
equipment generated is separated and acquired. After compounding the information which said 1st 
information processing means outputted, and the random number which said 1st separation means 
acquired with said 1 st lower layer composition means. Encipher with said 1 st encryption means, consider 
as encryption information, and it transmits as synthetic information which compounded this encryption 
information and the random number which said 1st random-number-generation means generated with 
said 1st upper composition means. When said 2nd equipment transmits information to said 1st equipment 
While outputting the information which said 2nd information processing means transmits, said 2nd 
random-number-generation means generates a random number. The random number which said 1 st 
equipment contained in information just before said 2nd separation means received from said 1st 
equipment generated is separated and acquired. After compounding the information which said 2nd 
information processing means outputted, and the random number which said 2nd separation means 
acquired with said 2nd lower layer composition means, Encipher with said 2nd encryption means, 
consider as encryption information, and it transmits as synthetic information which compounded this 
encryption information and the random number which said 2nd random-number-generation means 
generated with said 2nd upper composition means. When said 1 st equipment receives the synthetic 
information from said 2nd equipment After said 1st upper separation means separates the random 
number which said 2nd random-number-generation means generated from the received this synthetic 
information. It separates into the information which decrypted with said 1st decryption means and said 
2nd information processing means outputted with said 1st separation means further, and the random 
number which said 2nd separation means acquired. Said 1st comparison means compares the acquired 
this random number and the random number which said 1st random-number-generation means 
generated. The information which said 2nd information processing means separated with said 1st 
separation means when this comparison result was coincidence outputted is processed with said 1st 
information processing means. When said 2nd equipment receives the synthetic information from said 1 st 
equipment After said 2nd upper separation means separates the random number which said 1st 
random-number-generation means generated from the received this synthetic information. It separates 
into the information which decrypted with said 2nd decryption means and said 1 st information processing 
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means outputted with said 2nd separation means further, and the random number which said 1st 
separation means acquired. It is characterized by processing the information which said 1st information 
processing means which compared the acquired this random number with the random number which said 
2nd random-number-generation means generated with said 2nd comparison means, and was separated 
with said 2nd separation means when this comparison result was coincidence outputted with said 2nd 
information processing means. 

[0052] moreover, in transmitting information to said 2nd equipment in invention of claim 14 in invention 
of claim 15 before said 1st equipment receives information from said 2nd equipment Said 1st encryption 
means enciphers only the information which said 1st information processing means outputted. In 
transmitting information to said 1st equipment before said 2nd equipment receives information from said 
1st equipment Said 2nd encryption means enciphers only the information which said 2nd information 
processing means outputted. When information is received from said 2nd equipment before said 1st 
equipment transmitted information to said 2nd equipment The information which said 2nd information 
processing means separated with said 1st separation means, without said 1st comparison means 
comparing a random number outputted is processed with said 1st information processing means. When 
information is received from said 1st equipment before said 2nd equipment transmitted information to 
said 1st equipment It is characterized by processing the information which said 1st information 
processing means separated with said 2nd separation means, without said 2nd comparison means 
comparing a random number outputted with said 2nd information processing means. 

[0053] Moreover, in invention of claim 16, it js characterized by using a cryptographic key with same said 
1st encryption means, said 2nd encryption means, said 1st decryption means, and said 2nd decryption 
means in invention of claims 14 or 15. 

[0054] Moreover, in invention of claim 17, in invention of claims 14 or 15, said 1st equipment is an IC 
card and said 2nd equipment is characterized by being said IC card and the IC card terminal which 
performs an informational communication link. 

[0055] Moreover, in invention of claim 1 8, it is characterized by said the 1 st equipment and said 2nd 

equipment being an IC card in invention of claims 14 or 15. 

[0056] 

[Embodiment of the Invention] Hereafter, the information correspondence procedure concerning this 
invention and one example of equipment are explained to a detail with reference to an accompanying 
drawing. 

[0057] Drawing 1 is the block diagram showing the IC card structure of a system. In drawing 1 , the IC 
card terminal 1 possesses the random-number-generation means 1 1, a random number and a merge 
means 12, the encryption means 13, the comparison means 14, the data-processing means 15, the 
cryptographic key storing means 16, a random number and a data separation means 17, and the 
decryption means 18, and is constituted. IC card 2 possesses the random-number-generation means 21, 
a random number and a merge means 22, the encryption means 23. the comparison means 24, the 
data-processing means 25, the cryptographic key storing means 26, a random number and a data 
separation means 27, and the decryption means 28. and is constituted. 

[0058] In the IC card terminal 1 , the data-processing means 1 5 processes generating processing of the 
data which deliver and receive between IC cards 2, and ********** to IC card 2 etc.. the 
random-number-generation means 1 1 generates the random number of arbitration, and a random number 
and the merge means 1 2 compound the random number which the random-number-generation means 1 1 
generates, the data which the data-processing means 1 5 outputs. This composition may be compounded 
based on a predetermined regulation so that it may serve as encryption, but since encryption is 
performed in the latter part, the composition which is only connected extent is enough as it. The 
encryption means 13 performs encryption processing using the random number compounded with the 
random number and the merge means 12, and the cryptographic key in which data etc. are stored by the 
cryptographic key storing means 16. The decryption means 18 carries out decryption processing using 
the cryptographic key in which the cipher transmitted from IC card 2 is stored by the cryptographic key 
storing means 16, and a random number and the data separation means 17 divide into a random number 
and data the information decrypted with the decryption means 18. The comparison means 14 compares 
the random number which the random-number-generation means 1 1 generated with the random number 
which performed predetermined processing later mentioned by these random numbers, and when the 
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same (it will become the same if the predetermined processing mentioned later is made justly), it 
operates so that IC card 2 may be attested and data processing may be permitted to the 
data-processing means 15. 

[0059] In IC card 2, similarly, the data-processing means 25 processes generating processing of the data 
which deliver and receive between the IC card terminals 1 , and ********** to the IC card terminal 1 , 
etc., the random-number-generation means 21 generates the random number of arbitration, and a 
random number and the merge means 22 compound the random number which the 

random-number-generation means 21 generates, the data which the data-processing means 25 outputs. 
The encryption means 23 performs encryption processing using the random number compounded with 
the random number and the merge means 22, and the cryptographic key in which data etc. are stored by 
the cryptographic key storing means 26. The cryptographic key stored in the cryptographic key storing 
means 26 is the same as that of the cryptographic key which the cryptographic key storing means 16 of 
the IC card terminal 1 stores. The decryption means 28 carries out decryption processing using the 
cryptographic key in which the cipher transmitted from the IC card terminal 1 is stored by the 
cryptographic key storing means 26, and a random number and the data separation means 27 divide into 
a random number and data the information decrypted with the decryption means 28. The comparison 
means 24 compares the random number which the random-number-generation means 21 generated with 
the random number which performed predetermined processing later mentioned by these random 
numbers, and when the same, it operates so that the IC card terminal 1 may be attested and data 
processing may be permitted to the data-processing means 25. 

[0060] Drawing 2 is drawing having shown actuation of IC card system shown in drawing 1 , and the flow 
of a signal. 

[0061] First, if a user inserts IC card 2 in the IC card terminal 1 and both are connected electrically, the 
IC card terminal 1 will generate a random number R1 with the random-number-generation means 1 1 , and 
will encipher a random number R1 with the encryption means 13 (step 51). At this time, after a random 
number Rl is compounded with the random-number demand which is a random-number-generation 
demand which receives to IC card 2 which the data-processing means 1 5 outputted with the random 
number and the merge means 1 2, it is enciphered using the cryptographic key stored in the 
cryptographic key storing means 16 with the encryption means 13. 

[0062] The random number Rl and the random-number demand K (the random-number demand, Rl) 
which were enciphered are sent out to IC card 2 (step 52), in IC card 2, are decrypted using the 
cryptographic key in which this is stored by the cryptographic key storing means 26 with the decryption 
means 28. and process received data with the data-processing means 25 through a random number and 
the data separation means 27 (step 53). 

[0063] Next, based on the processing result of received data (based on a demand of the IC card terminal 
1), the random-number-generation means 21 generates a random number R2 with the data-processing 
means 25. K (a response, R1R2) which compounded the reply signal over this, a random number Rl, and 
a random-number demand with the random number and the merge means 22, and enciphered this usiiig 
the cryptographic key storing means 16 with the encryption means 23 is sent out to (step 53) and the IC 
card terminal 1 (step 54). 

[0064] The IC card terminal 1 which received K (a response. R1R2) decrypts this using the cryptographic 
key stored in the cryptographic key storing means 1 6 with the decryption means 1 8, separates a random 
number Rl with a random number and the data separation means 17, and passes delivery, and a reply 
signal and a random number R2 to the comparison means 14 to the data-processing means 15. With the 
comparison means 14, if the random number Rl separated with the random number and the data 
separation means 1 7 is compared with the random number Rl which the random-number-generation 
means 1 1 generated at step 51 and both are in agreement, IC card 2 will be attested and processing of 
data etc. will be permitted to the data-processing means 15. However, the authorization given to the 
data-processing means 15 here is only processing to the reply signal received with the random number 
Rl separated with the random number and the data separation means 17. 

[0065] Attesting IC card 2, when the random-number-generation means 11 is in agreement at the 
random number Rl and step 51 which were separated with the random number and the data separation 
means 17 compared with the comparison means 14 That the demand and response to the IC card 
terminal 1 are transmitted with a random number Rl It is a reason for being impossible in addition to the 
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partner who has the cryptographic key stored in the cryptographic key storing means 16. IC card 
terminal 1 self transmits the demand and response which are sent to coincidence even if it has answered 
a letter as it is in the random number R1 which the IC card terminal 1 enciphered and the inaccurate 
partner who does not have a cryptographic key temporarily transmitted, and an unjust demand is 
because it does not enter. 

[0066] Next, a data-processing means 15 by which data processing was permitted Generate the access 
request to IC card 2, and this and the received random number R2 to a random number and the merge 
means 12 Delivery, A random number and the merge means 12 compound the random number R3 which 
this and the random-number-generation means 1 1 generated. To the encryption means 13 Delivery, It 
enciphers using the cryptographic key in which this is stored by the cryptographic key storing means 16, 
and the encryption means 1 3 is sent out to (step 55) and IC card 2 as K (an access request, R2R3) (step 
56). 

[0067] 10 card 2 which received K (an access request. R2R3) decrypts this using the cryptographic key 
stored in the cryptographic key storing means 26 with the decryption means 28, separates a random , 
number R2 with a random number and the data separation means 27, and passes delivery, and a reply 
signal and a random number R3 to the comparison means 24 to the data-processing means 25. With the 
comparison means 24, if the random number R2 separated with the random number and the data 
separation means 27 is compared with the random number R2 which the random-number-generation 
means 21 generated at step 53 and both are in agreement, the IC card terminal 1 will be attested and 
processing of data etc. will be permitted to the data-processing means 25. The above-mentioned IC card 
terminal 1 of the reason for attesting the IC card terminal 1 by comparison with the comparison means 
24 is the same as that of the reason for having attested IC card 2. 

[0068] The data-processing means 25 will generate the access result to the IC card terminal 1 , if data 
processing is permitted. The random number R4 with which, as for delivery, the random number, and the 
merge means 22, this and the random-number-generation means 21 generated this and the received 
random number R3 to the random number and the merge means 22 is compounded. To the encryption 
means 23 Delivery, It enciphers using the cryptographic key in which this is stored by the cryptographic 
key storing means 26, and the encryption means 23 is sent out to (step 57) and the IC card terminal 1 as 
K (an access result, R3R4) (step 58). 

[0069] The IC card terminal 1 which received K (an access result, R3R4) decrypts this using the 
cryptographic key stored in the cryptographic key storing means 16 with the decryption means 18. 
separates a random number R3 with a random number and the data separation means 17, and passes 
delivery, and a reply signal and a random number R4 to the comparison means 14 to the data-processing 
means 1 5. With the comparison means 1 4, if the random number R3 separated with the random number 
and the data separation means 17 is compared with the random number R3 which the 
random-number-generation means 1 1 generated at step 55 and both are in agreement, IC card 2 will be 
attested and processing of data etc. will be permitted to the data-processing means 1 5. The 
data-processing means 15 will generate the directions or data M4 to IC card 2, if IC card 2 is attested 
by the comparison means 1 4. The random number R5 with which, as for delivery, the random number, 
and the merge means 12, this and the random-number-generation means 1 1 generated this and the 
received random number R4 to the random number and the merge means 1 2 is compounded. To the 
encryption means 13 Delivery, It enciphers using the cryptographic key in which this is stored by the 
cryptographic key storing means 16, and the encryption means 13 is sent out to (step 59) and IC card 2 
as K (M4. R4R5) (step 60). 

[0070] IC card 2 which received K (M4, R4R5) decrypts this using the cryptographic key stored in the 
cryptographic key storing means 26 with the decryption means 28, separates a random number R4 with a 
random number and the data separation means 27, and passes delivery, and a reply signal and a random 
number R5 to the comparison means 24 to the data-processing means 25. With the comparison means 
24, if the random number R4 separated with the random number and the data separation means 27 is 
compared with the random number R4 which the random-number-generation means 21 generated at 
step 57 and both are in agreement, the IC card terminal 1 will be attested and processing of data etc. will 
be permitted to the data-processing means 25. The data-processing means 25 will generate the 
command or data M5 to the IC card terminal 1. if the IC card terminal 1 is attested by the comparison 
means 24. The random number R6 with which, as for delivery, the random number, and the merge means 
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22. this and the random-number-generation means 21 generated this and the received random number 
R5 to the random number and the merge means 22 is compounded. To the encryption means 23 Delivery, 
It enciphers using the cryptographic key in which this is stored by the cryptographic key storing means 
26, and the encryption means 23 is sent out to (step 61) and the IC card terminal 1 as K (M5, R5R6) 
(step 62). 

[0071] Like the following, the IC card terminal 1 processes, after attesting IC card 2 by the comparison 
of a random number R5 (step 63). Transmit K (M6, R6R7) to IC card 2 (step 64), and IC card 2 
processes, after attesting the IC card terminal 1 by the comparison of a random number R6 (step 65). K 
(M7, R7R8) is transmitted to the IC card terminal 1 (step 66), and it repeats until a communication link 
ends this. 

[0072] thus, the thing which the IC card terminal 1 and IC card 2 attest mutually for every 
communication link — impersonating — etc. — injustice is prevented. Moreover, since the ciphers which 
have changed the cryptographic key as a result each time, that is, encipher the same plaintext 
(information which should communicate essentially) and are acquired since it is enciphering by 
compounding a random number to the information (a random-number demand, a response, an access 
request, an access result. Ml, M2 grade) which should communicate essentially differ each time for the 
compounded random number, it becomes difficult [ decode of a cipher, or unjust acquisition of a 
cryptographic key ] very much [ them ]. 

[0073] In addition, the same effectiveness can be acquired, even if it constitutes so that the random 
number transmitted first may be compounded with (R4 grade of 52 stepRI, 54 stepR2, 56 stepR3, and 
step 58). and other information enciphered without enciphering, for example, it may carry out like K 
(access request. R2)R3 at step 56 and it may transmit after being generated. 

[0074] Next, the information correspondence procedure of IC card system concerning this invention and 
the 2nd example of equipment are explained. 

[0075] Drawing 3 is the block diagram showing the IC card structure of a system in the case of 
performing the information communication link between IC cards. In drawing 3 IC card A2-1 the 
random-number-generation means 21-1, a random number and a merge means 22-1, the encryption 
means 23-1, the comparison means 24-1, the data-processing means 25-1, the cryptographic key 
storing means 26-1. a random number and a data separation means 27-1. and the decryption means 
28-1 IC card B-2 -2 possesses the random-number-generation means 21-2, a random number and a 
merge means 22-2, the encryption means 23-2, the comparison means 24-2, the data-processing means 
25-2, the cryptographic key storing means 26-2, a random number and a data separation means 27-2, 
and the decryption means 28-2, and is constituted. It connects through the IC card terminal 3. 
[0076] In case data are communicated between this IC card A2-1 and IC card B-2 -2, since 
authentication and data communication are performed, explanation is omitted like the case where the 
communication link between the IC card terminal 1 explained in the 1st above-mentioned example and IC 
card 2 is performed. 

[0077] Moreover, although IC card A2-1 and IC card B-2 -2 are connected through the IC card terminal 
3. the IC card terminal 3 performs only actuation which passes the other party data, without processing 
the data which IC card A2-1 and IC card B-2 -2 sent out. 

[0078] This IC card A2-1 and IC card B-2 -2 are the same configuration as IC card 2 explained in the 
above-mentioned example, and not only the data communication between IC cards but data 
communication with the IC card terminal 1 shown in drawing 1 is possible for them. 
[0079] 

[Effect of the Invention] As explained above, according to this invention, an IC card terminal and an IC 
card perform encryption processing, and communicate information. An IC card terminal The random 
number currently compounded by the information received from the IC card processes information which 
attested the IC card and was received only when equal to the random number compounded to the 
information previously transmitted to the IC card from the IC card terminal, since it constituted so that 
information received after the IC card attested the IC card terminal similarly might be processed, while 
being able to prevent leakage of the cryptographic key by tapping etc. — " — it can impersonate and 
malfeasances, such as ' action, can also be prevented. 

[0080] Moreover, since the IC card terminal and the IC card were provided and the same means was 
constituted, data communication between IC cards can also be performed through the IC card terminal 
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which does not have a data-^processing device. 



[Translation done.] 
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TECHNICAL FIELD 



[Field of the Invention] About an information correspondence procedure and equipment, especially this 
invention relates to the information correspondence procedure and equipment which can communicate 
between an IC card and an IC card terminal and between IC cards while preventing leakage of a 
cryptographic key. 
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PRIOR ART 



[Description of the Prior Art] As compared with a magnetic card, the informational storage capacity of 
the IC card which carried IC (integrated circuit: integrated circuit) is large, and since it is possible to also 
make an operation etc. process inside an IC card, the application is various. 

[0003] In the case where money information and extra sensitive information are treated depending on 
this application, for example, the adoption of an information correspondence procedure with high 
safeties, such as authentication and informational encryption, or equipment including an IC card and its 
peripheral device serves as important requirements. 

[0004] Here, the conventional information correspondence procedure in an IC card and its peripheral 
device and an example of equipment are explained. 

[0005] Drawing 4 is drawing having shown the flow of the block diagram having shown an example of the 
conventional IC card system, and a signal. As for the IC card terminal 101, the conventional IC card 
system possesses the confidential information storing means (KEY2) 1 1 9, the processing means 1 1 5, the 
encryption means (EK2) 113, and a decryption means (DK1), as shown in drawing 4 (a), and IC card 102 
possesses the confidential information storing means (KEY1) 129, the comparison means 124, the 
processing means 125, the encryption means (EK1) 123, and the decryption means (DK2) 128. and is 
constituted. 

[0006] Actuation in case the IC card terminal 101 performs the writing and read-out of information to IC 
card 102 here is explained. 

[0007] If IC card 102 is inserted in the IC card terminal 101. the confidential information (KEY2) by which 
the IC card terminal 101 is stored in the confidential information storing means (KEY2) 119 will be 
transmitted to IC card 102 (step 151). IC card 102 will perform comparison collating for the confidential 
information (KEY1) stored in this and the confidential information storing means (KEY1) 129 with the 
comparison means 124, if confidential information (KEY2) is received. If confidential information (KEY2) is 
in agreement with confidential information (KEY1), IC card 102 will attest the IC card terminal 101 with it 
being a just IC card terminal, and will permit processing actuation to the processing means 125. Although 
the processing means 125 will start the communication link of the processing means 115 and data of the 
IC card terminal 101. an instruction, etc. if actuation is permitted In case it communicates, the data 
transmitted from the processing means 125 (Ml, M3) It is enciphered and transmitted with the 
encryption means (EK1) 123 (steps 152 and 154), and the IC card terminal 101 decrypts this with the 
decryption means (DK1) 1 18, and the processing means 115 processes. Moreover, it is enciphered with 
the encryption means (EK2) 113 (M2, M4). and the data transmitted from the processing means 115 are 
transmitted (steps 153 and 155). IC card 102 decrypts this with the decryption means (DK2) 128, and the 
processing means 125 processes. 

[0008] Although the cryptographic key which the encryption means (EK1) 123 and the decryption means 
(DK1) 118 use needs to be the same and the cryptographic key which the encryption means (EK2) 1 13 
and the decryption means (DK2) 128 use needs to be the same in order to perform such processing, four 
persons' cryptographic key may be the same. Moreover, the confidential information storing means 
(KEY2) 119 is constituted from input means, such as a personal identification number, and you may make 
it IC card 102 attest the user who operates the IC card terminal 101. 

[0009] However, in the configuration shown in drawing 4 , it is monitoring the communication link 
between the IC card terminal 101 and IC card 102. and the problem of becoming it being possible to 



1/4 



2007/10/04 16:02 



JP,n-l6846l,A [PRIOR ART] http://\vww4.ipdl.inpit.go.jp/cgi-bin/tran.web.cgLejje 
carry out the unjust acquisition of the confidential information comparatively easily, and possible to use 
rewriting and the forged IC card of the information on IC card 102 if confidential information is acquired 
arises. 

[0010] Moreover, since the enciphered information is also always communicating using the same 
cryptographic key, possibility of decoding is high. 

[001 1] In order to cope with such a problem, while attesting without communicating confidential 
information between an IC card terminal and an IC card, the technique of preventing from decoding the 
enciphered information easily is proposed by JP,2-31289,A, JP.2-31290A JP.2-44389A JP.2-195378.A, 
etc. 

[0012] The technique proposed by JP.2-31289.A The IC card terminal 201 which possesses the 
processing means 215, the encryption means (EK2) 213-1, the encryption means (EK4) 213-2, the 
decryption means (DK1) 218-1, and the decryption means (DK3) 218-2 as shown in drawing 5 (a), It 
consists of IC cards 202 possessing the processing means 225, the random-number-generation means 
(R) 221. the comparison means 224, the encryption means (EK1) 223-1, the encryption means (EK3) 
223-2, the decryption means (DK2) 228-1, and the decryption means (DK4) 228-2. 
[0013] This IC card system delivers and receives a signal by flow as shown in drawing 5 (b). First, in 
order that IC card 202 may attest the IC card terminal 201 Generate a random number (R) with the 
random-number-generation means (R) 221, encipher this with the encryption means (EK1) 223-1, and it 
transmits to the IC card terminal 201 (step 251). The IC card terminal 201 decrypts this with the 
decryption means (DK1) 218-1, enciphers the decrypted randoni number (R) with the encryption means 
(EK2) 213-1, and transmits it to IC card 202 (step 252). 

[0014] an IC card — 202 — having received — coding information — a decryption — a means (DK2) — 
228 - one — decrypting — this — a decryption — having obtained — a random number — ( — R — ) — 
random number generation — a means — ( — R — ) — 221 — having generated — a random number — 
( — R — ) — a comparison — a means — 224 — comparing — both — being in agreement — if — the 
IC card terminal 201 — attesting — the processing means 225 — authorization of operation — giving . 
[0015] This attests the IC card terminal 201 by the random number which IC card 202 generated and 
was transmitted having been answered by being carried out in just processing, and when the encryption 
means (EK1) 223-1 and the decryption means (DK1) 218-1 use the same cryptographic key and the 
encryption means (EK2) 213-1 and the decryption means (DK2) 228-1 are using the same cryptographic 
key, it is materialized. However, the cryptographic key which the encryption means (EK1) 223-1 and the 
encryption means (EK2) 213-1 use in this case must not be the same. 

[0016] Although the processing means 225 will start the communication link of the processing means 215 
and data of the IC card terminal 201, an instruction, etc. if IC card 202 attests the IC card terminal 201 
and permits actuation of the processing means 225 In case it communicates, the data transmitted from 
the processing means 225 (Ml. M3) It is enciphered and transmitted with the encryption means (EK3) 
223-2 (steps 253 and 255), and the IC card terminal 201 decrypts this with the decryption means (DK3) 
218-2, and the processing means 215 processes. Moreover, it is enciphered with the encryption means 
(EK4) 213-2 (M2, M4). and the data transmitted from the processing means 215 are transmitted (steps 
254 and 256), IC card 202 decrypts this with the decryption means (DK4) 228-2, and the processing 
means 225 processes. 

[0017] In this case, without transmitting confidential information directly unlike the system explained by 
drawing 4 , it is enciphering the random number used at the time of authentication by the cryptographic 
key, and the information acquired by wire tapping is changed each time, and it is going to make decode of 
a code difficult. 

[0018] The technique proposed by JP,2-31290.A The IC card terminal 301 which possesses the 
processing means 315, the encryption means (EK2) 313-1. encryption means (ER)313-2. the decryption 
means (DK1) 318-1, and decryption means (DR)318-2 as shown in drawing 6 (a), It consists of the 
processing means 325, the random-number-generation means (R) 321, the comparison means 324, the 
encryption means (EKl) 323-1, encryption means (ER)323-2, a decryption means" (DK2) 328-1, and IC 
card 302 possessing decryption means (DR)328-2. 

[0019] Although this IC card system delivers and receives a signal by flow as shown in drawing 6 (b), 
since the approach IC card 302 attests the IC card terminal 301 with the signal delivered and received at 
steps 351 and 352 is the same as that of the case where it is shown in drawing 5 , explanation is 
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omitted. 

[0020] Now. although the processing means 325 will start the communication link of the processing 
means 315 and data of the IC card terminal 301, an instruction, etc. if IC card 302 attests the IC card 
terminal 301 and actuation of the processing means 325 is permitted In case it communicates, the data 
transmitted from the processing means 325 (Ml, M3) Encryption means (ER) By 323~2, at the time of 
authentication, the random number which the random-number-generation means (R) 321 generated is 
enciphered as a cryptographic key, and it is transmitted (steps 353 and 355), and the IC card terminal 
301 decrypts this by decryption means (DR)318-2, and the processing means 315 processes. Moreover, 
the random number (it memorizes at the time of authentication) which the random-number-generation 
means (R) 321 generated in encryption means (ER)313-2 similarly at the time of authentication (M2, M4) 
is enciphered as a cryptographic key, the data transmitted from the processing means 315 are 
transmitted (steps 354 and 356), IC card 302 decrypts this by decryption means (DR)328-2, and the 
processing means 325 processes. 

[0021] In this case, by using the random number which generated the encryption at the time of 
communicating data etc. at the time of authentication as a cryptographic key in addition to the system 
explained by drawing 5 . a cryptographic key is changed each time and it is going to make decode 
difficult. 

[0022] Moreover, the technique proposed by JP,2-44389,A Drawing 7 As shown in (a), the processing 
means 415, a random-number-generation means (R2) 41 1, the comparison means 414, the synthetic 
means 412, the encryption means (EK2) 413-1, the encryption means (ER one R2) 413-2, the decryption 
means (DK1) 418-1. the decryption means (DK2) 418—2, and the decryption means (DR one R2) 418""3 
The IC card terminal 401 to provide, The processing means 425, a random-number-generation means 
(R1) 421, the comparison means 424, the separation means 427, the encryption means (EK1) 423-1, the 
encryption means (EK3) 423-2. the encryption means (ER one R2) 423-3. the decryption means (DK2) 
428-1 , and the decryption means (DR one R2) 428-2 It consists of IC cards 402 to provide. 
[0023] This IC card system delivers and receives a signal by flow as shown in drawing 7 (b). First, in 
order to attest the IC card terminal 401, IC card 402 generates a random number (R1) with the 
random-number-generation means (R1) 421, enciphers this with the encryption means (EK1) 423-1, and 
transmits it to the IC card terminal 401 (step 451). While decrypting the received encryption information 
with the decryption means (DK1) 418-1, in order to attest IC card 402, the IC card terminal 401 
generates a random number (R2) with the random-number-generation means (R2) 41 1 , compounds this 
random number (R2) and the decrypted random number (R1) with the synthetic means 412. enciphers 
this with the encryption means (EK2) 413-1, and transmits it to IC card 402 (step 452). 
[0024] IC card 402 decrypts the coding information which received with the decryption means (DK2) 
428-1, and divides it into a random number (R1) and a random number (R2) with the separation means 
427 further. If it is compared by the random number (R1) and the comparison means 424 which the 
random-number-generation means (R1) 421 generated and both are in agreement, the separated random 
number (R1) will attest the IC card terminal 401. and will give authorization of operation to the 
processing means 425. 

[0025] On the other hand, the random number (R2) separated with the separation means 427 It is 
enciphered with the encryption means (EK3) 423-2, and is transmitted to the IC card terminal 401. The 
IC card terminal 401 The comparison means 414 compares the random number (R2) which decrypted the 
coding information which received with the decryption means (DK3) 418-2, and was obtained by the 
decryption, and the random number (R2) which the random-number-generation means (R2) 41 1 
generated. If both are in agreement, IC card 402 will be attested and authorization of operation will be 
given to the processing means 415. 

[0026] Although the processing means 415 and the processing means 425 will start the communication 
link of data, an instruction, etc. mutually if IC card 402 attests the IC card terminal 401, actuation of the 
processing means 425 is permitted, the IC card terminal 401 attests IC card 402 and actuation of the 
processing means 415 is permitted In case it communicates, the data which the processing means 425 
transmits (Ml, M3) With the encryption means (ER one R2) 423-3. at the time of authentication, encipher 
the random number (R1) which the random-number-generation means (R1) 421 generated, and the 
random number (R2) which the random-number-generation means (R2) 41 1 generated as a cryptographic 
key. and it is transmitted (steps 454 and 456). The IC card terminal 401 decrypts this with the 
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decryption means (DR one R2) 418-3, and the processing means 415 processes. Moreover, the data 
transmitted from the processing means 415 (M2, M4) Similarly, with the encryption means (ER one R2) 
413-2, at the time of authentication, encipher the random number (R1) which the 
random-number-generation means (R1) 421 generated, and the random number (R2) which the 
random-number-generation means (R2) 41 1 generated as a cryptographic key, and it is transmitted 
(steps 455 and 457). IC card 402 decrypts this with the decryption means (DR one R2) 428-2, and the 
processing means 425 processes. 

[0027] As compared with the system which explained this system by drawing 6 , it differs in an IC card 
not only attests an IC card terminal, but that the IC card terminal has attested the IC card. 
[0028] The technique proposed by JP,2-195378,A Drawing 8 As shown in (a), the processing means 515. 
a random-number-generation means (R2) 511, the encryption means (EK2) 513-1, the encryption means 
(ER2) 513-2, the decryption means (DK1) 518-1, the decryption means (DR2) 518-2, a register 
531-1,531-2, and the EXCLUSIVE-OR-operation means 532-1,532-2 The IC card terminal 501 to 
provide. The processing means 525, a random-number-generation means (R1) 521, the encryption means 
(EK1) 523-1, the encryption means (ER2) 523-2, the decryption means (DK2) 528-1, the decryption 
means (DR2) 528-2, a register 541-1,541-2, and the EXCLUSIVE-QR-operation means 542-1,542-2 It 
consists of IC cards 502 to provide. 

[0029] Especially authentication is not performed although this IC card system delivers and receives a 
signal by flow as shown in drawing 8 (b). 

[0030] First, in advance of the communication link of data etc., IC card 502 generates a random number 
(R1) with the random-number-generation means (R1) 521. While storing this in a register 541-1,541-2, 
encipher with the encryption means (EK1) 523-1, and it transmits to the IC card terminal 501 (step 551). 
The IC card terminal 501 stores in a register 531-1,531-2 the random number (R1) which decrypted and 
obtained this with the decryption means (DK1) 518-1. Moreover, the IC card terminal 501 generates a 
random number (R2) with the random-number-generation means (R2) 51 1, this is enciphered with the 
encryption means (EK2) 513-1. and it transmits to IC card 502 (step 552), and IC card 502 decrypts this 
with a decryption means (DK2), and obtains a random number (R2). 

[0031] Thus, although the IC card terminal 501 and IC card 502 wilt start the communication link of data, 
an instruction, etc. using a random number (R1) and a random number (R2) if a random number (R1) and 
a random number (R2) are notified mutually In case it communicates, the data transmitted from the 
processing means 525 (Ml, M3, M5) A random number (R2) is enciphered as a cryptographic key with the 
encryption means (ER2) 523-2, an exclusive OR with the random number (R1) which is the contents 
further stored in the register 541-1 with the EXCLUSIVE-OR-operation means 542-1 calculates, and 
this result of an operatibn is transmitted (step 553). The IC card terminal 501 performs the reverse 
operation of the operation in the EXCLUSIVE-OR-operation means 542-1 using the random number (R1) 
which is the contents in which the coding information which received is stored by the register 531-1 
with the EXCLUSIVE-OR-operation means 532-1. a random number (R2) is decrypted as a 
cryptographic key with the decryption means (DR2) 518-2. and the processing means 515 processes 
this. Moreover, the contents stored in a register 531-1,541-1 are changed into the data (Ml) which were 
the contents of a communication link after a communication link, and an exclusive OR with data (Ml) 
calculates them by the next communication link (step 555). 

[0032] Similarly, the data transmitted from the processing means 515 use a random number (R2) for a 
cryptographic key (M2. M4, M6), and an exclusive OR with the contents of storing of a register 531-1 '■ 
calculates, and is transmitted. 

[0033] Since this system serves as that the cryptographic key is changed for every communication link 
by the operation of an exclusive OR. and consent, decode of encryption information is difficult. 
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EFFECT OF THE INVENTION 



[Effect of the Invention] As explained above, according to this invention, an IC card terminal and an IC 
card perform encryption processing, and communicate information. An IC card terminal The random 
number currently compounded by the information received from the IC card processes information which 
attested the IC card and was received only when equal to the random number compounded to the 
information previously transmitted to the IC card from the IC card terminal, since it constituted so that 
information received after the IC card attested the IC card terminal similarly might be processed, while 
being able to prevent leakage of the cryptographic key by tapping etc. — " — it can impersonate and 
malfeasances, such as" action, can also be prevented. 

[0080] Moreover, since the IC card terminal and the IC card were provided and the same means was 
constituted, data communication between IC cards can also be performed through the IC card terminal 
which does not have a data-processing device. 
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TECHNICAL PROBLEM 



[Problem(s) to be Solved by the Invention] However, with the technique proposed by JP,2-31 289,A, 
since it is always communicating using the same cryptographic key after attesting, the same cipher may 
communicate and decode of a cryptographic key may be performed. For example, if the same 
cryptographic key is used to the plaintext which communicates each time [, such as an access request 
and an access permission. ], the always same cipher will communicate. If the cryptographic key after 
authentication is decoded, after an IC card attests an IC card terminal, it intervenes in a communication 
link, and a just IC card terminal will be impersonated and unjust access to an IC card will be attained. 
Moreover, since the configuration or signal processing of an IC card and an IC card terminal are not the 
same, it cannot communicate between IC cards, without minding an IC card terminal by this approach (** 
which processes nothing). 

[0035] A cryptographic key is changed for every use (whenever an IC card is inserted in an IC card 
terminal), but with the technique proposed by JP,2-31290,A or JP.2-44389,A, about one use, since it 
uses the same cryptographic key, a cryptographic key may be decoded, it impersonates after 
authentication, and it cannot communicate between IC cards while is possible for after authentication. 

[0036] Since the cryptographic key is changed for every communication link, decode of a cryptographic 
key becomes difficult, but it will become still more complicated constituting it. if it a configuration not 
only becomes complicated, but is combined with one of the above-mentioned authentication approaches, 
since the technique proposed by JP,2-195378,A omits authentication. Moreover, since the configuration 
and signal processing of an IC card and an IC card terminal are almost the same, although the 
communication link between IC cards is possible, in order to attest, when it combines with one of the 
above-mentioned authentication approaches, the communication link between IC cards will be 
impossible. 

[0037] Then, this invention aims at offering the information correspondence procedure and equipment 
which can also prevent the malfeasance after authentication depended for impersonating, and can 
perform not only the communication link with an IC card and an IC card terminal but the communication 
link between IC cards while it prevents decode of a cryptographic key with an easy configuration. 
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MEANS 



[Means for Solving the Problem] In order to attain the purpose mentioned above, in invention of claim 1 
In the information correspondence procedure which communicates by repeating informational 
transmission and reception the number of predetermined times between the 1st equipment and the 2nd 
equipment In case the 1st information over said 2nd equipment is transmitted from said 1st equipment, 
while generating the 1st random number with said 1st equipment Compound the 1st generated this 
random number and this 1st information, and it considers as the 1st synthetic information, this — said 
2nd equipment which enciphered the 1st synthetic information, transmitted to said 2nd equipment as 1st 
encryption information, and received said 1st encryption information from said 1st equipment It 
separates into said the 1st information and said 1st random number, after decrypting the 1st this 
encryption information which received. In case processing to said 1st information is performed and the 
2nd information over said 1st equipment is transmitted from said 2nd equipment, while generating the 
2nd random number with said 2nd equipment Compound the 2nd generated this random number, this 2nd 
information, and said 1st separated random number, and it considers as the 2nd synthetic information, 
this — said 1st equipment which enciphered the 2nd synthetic information, transmitted to said 1st 
equipment as 2nd encryption information, and received the 2nd encryption information from said 2nd 
equipment It separates into said the 2nd information, said 2nd random number, and said 1st random 
number, after decrypting the 2nd this encryption information which received. When the 1st separated 
this random number is compared with said 1st generated random number and said 1st separated random 
number and said 1 st generated random number are in agreement with this comparison, attest said 2nd 
equipment and processing to said 2nd information is performed. In case the 3rd information over said 2nd 
equipment is transmitted from said 1st equipment, while generating the 3rd random number with said 1st 
equipment Compound the 3rd generated this random number, this 3rd information, and said 2nd 
separated random number, and it considers as the 3rd synthetic information, this — said 2nd equipment 
which enciphered the 3rd synthetic information, transmitted to said 2nd equipment as 3rd encryption 
information, and received the 3rd encryption information from said 1st equipment It separates into said 
the 3rd information, said 3rd random number, and said 2nd random number, after decrypting the 3rd this 
encryption information which received. When the 2nd separated this random number is compared with 
said 2nd generated random number and said 2nd separated random number and said 2nd generated 
random number are in agreement with this comparison, attest said 1st equipment and processing to said 
3rd information is performed. It is characterized by repeating the above-mentioned processing until 
transmission and reception of the information between said 1 st equipment and said 2nd equipment are 
completed. 

[0039] Moreover, in invention of claim 2. it is characterized by being carried out using a cryptographic 
key with same the encryption and the decryption which said 1st equipment performs, encryption which 
said 2nd equipment performs, and decryption in invention of claim 1. 

[0040] Moreover, in invention of claim 3. in invention of claim 1. said 1st equipment is an IC card and said 
2nd equipment is characterized by being said IC card and the IC card terminal which performs an 
informational communication link. 

[0041] Moreover, in invention of claim 4, it is characterized by said the 1st equipment and said 2nd 
equipment being an IC card in invention of claim 1 . 

[0042] Moreover, it sets to the information correspondence procedure which communicates in invention 
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of claim 5 by repeating informational transmission and reception the number of predetermined times 
between the 1st equipment and the 2nd equipment. In case the 1st information over said 2nd equipment 
is transmitted from said 1,st equipment, while generating the 1st random number with said 1st equipment 
Compound the 1st encryption information and said 1st generated random number, and it transmits to 
said 2nd equipment as the 1st transmit information, this 1st information — enciphering — the 1st 
encryption information — carrying out — this — Said 2nd equipment which received said 1st transmit 
information from said 1st equipment After dividing the 1st this transmit information which received into 
said 1st random number and said 1st encryption information, this, while generating the 2nd random 
number with said 2nd equipment, in case the 1st encryption information is decrypted to said 1st 
information, processing to this 1st information is performed and the 2nd information over said 1st 
equipment is transmitted from said 2nd equipment Compound this 2nd information and said 1st 
separated random number, and it considers as the 2nd synthetic information. Compound the 2nd 
encryption information and said 2nd generated random number, and it transmits to said 1 st equipment as 
the 2nd transmit information, this — the 2nd synthetic information — enciphering — the 2nd encryption 
information — carrying out — this — Said 1 st equipment which received the 2nd transmit information 
from said 2nd equipment After dividing the 2nd this transmit information which received into said 2nd 
random number and said 2nd encryption information. Decrypt the 2nd encryption information to said 2nd 
synthetic information, and the 2nd this decrypted synthetic information is divided into said the 1 st 
random number and said 2nd information, this — When the 1st separated this random number is 
compared with said 1 st generated random number and said 1 st separated random number and said 1 st 
generated random number are in agreement with this comparison, attest said 2nd equipment and 
processing to said 2nd information is performed. In case the 3rd information over said 2nd equipment is 
transmitted from said 1st equipment, while generating the 3rd random number with said 1st equipment 
Compound this 3rd information and said 2nd separated random number, and it considers as the 3rd 
synthetic information. Compound the 3rd encryption information and said 3rd generated random number, 
and it transmits to said 2nd equipment as the 3rd transmit information, this — the 3rd synthetic 
information — enciphering — the 3rd encryption information — carrying out — this — Said 2nd 
equipment which received the 3rd transmit information from said 1st equipment After dividing the 3rd 
this transmit information which received into said 3rd random number and said 3rd encryption 
information. Decrypt the 3rd encryption information to said 3rd synthetic information, and the 3rd this 
decrypted synthetic information is divided into said the 2nd random number and said 3rd information, this 
— When the 2nd separated this random number is compared with said 2nd generated random number 
and said 2nd separated random number and said 2nd generated random number are in agreement with 
this comparison, attest said 1st equipment and processing to said 3rd information is performed. It is 
characterized by repeating the above-mentioned processing until transmission and reception of the 
information between said 1st equipment and said 2nd equipment are completed. 

[0043] Moreover, in invention of claim 6, it is characterized by being carried out using a cryptographic 
key with same the encryption and the decryption which said 1 st equipment performs, encryption which 
said 2nd equipment performs, and decryption in invention of claim 5. 

[0044] Moreover, in invention of claim 7, in invention of claim 5, said 1 st equipment is an IC card and said 
2nd equipment is characterized by being said IC card and the IC card terminal which performs an 
informational communication link. 

[0045] Moreover, in invention of claim 8. it is characterized by said the 1 st equipment and said 2nd 
equipment being an IC card in invention of claim 5. 

[0046] In the information communication device which communicates in invention of claim 9 by repeating 
informational transmission and reception the number of predetermined times between the 1 st equipment 
and the 2nd equipment moreover, said 1st equipment The 1st information processing means, the 1st 
random-number-generation means, the 1st synthetic means, the 1st encryption means, the 1st 
decryption means, the 1st separation means, and the 1st comparison means are provided. Said 2nd 
equipment The 2nd information processing means, the 2nd random-number-generation means, the 2nd 
synthetic means, the 2nd encryption means, the 2nd decryption means, the 2nd separation means, and 
the 2nd comparison means are provided. When said 1st equipment transmits information to said 2nd 
equipment While outputting the information which said 1 st information processing means transmits, said 
1st random-number-generation means generates a random number. The random number which said 2nd 
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equipment contained in information just before said 1 st separation means received from said 2nd 
equipment generated is separated and acquired. After compounding the information which said 1st 
information processing means outputted, the random number which said 1st random-number-generation 
means generated, and the random number which said 1st separation means acquired with said 1st 
synthetic means, When it enciphers with said 1st encryption means, it transmits as encryption 
information and said 2nd equipment transmits information to said 1st equipment While outputting the 
information which said 2nd information processing means transmits, said 2nd random-number-generation 
means generates a random number. The random number which said 1st equipment contained in 
information just before said 2nd separation means received from said 1st equipment generated is 
separated and acquired. After compounding the information which said 2nd information processing means 
outputted, the random number which said 2nd random-number-generation means generated, and the 
random number which said 2nd separation means acquired with said 2nd synthetic means, When it 
enciphers with said 2nd encryption means, it transmits as encryption information and said 1st equipment 
receives the encryption information from said 2nd equipment It separates into the information which said 
2nd information processing means outputted with said 1st separation means, the random number which 
said 2nd random-number-generation means generated, and the random number which said 2nd 
separation means acquired, after decrypting the received this encryption information with said 1st 
decryption means. Said 1 st comparison means compares the acquired this random number and the 
random number which said 1st random-number-generation means generated. The information which said 
2nd information processing means separated with said 1 st separation means when this comparison result 
was coincidence outputted is processed with said 1 st information processing means. When said 2nd 
equipment receives the encryption information from said 1 st equipment It separates into the information 
which said 1 st information processing means outputted with said 2nd separation means, the random 
number which said 1st random-number-generation means generated, and the random number which said 
1 st separation means acquired, after decrypting the received this encryption information with said 2nd 
decryption means. It is characterized by processing the information which said 1 st information 
processing means which compared the acquired this random number with the random number which said 
2nd random-number-generation means generated with said 2nd comparison means, and was separated 
with said 2nd separation means when this comparison result was coincidence outputted with said 2nd 
information processing means. 

[0047] moreover, in transmitting information to said 2nd equipment in invention of claim 9 in invention of 
claim 10 before said 1st equipment receives information from said 2nd equipment Said 1st synthetic 
means compounds only the information which said 1st information processing means outputted, and the 
random number which said 1 st random-number-generation means generated. In transmitting information 
to said 1st equipment before said 2nd equipment receives information from said 1st equipment Said 2nd 
synthetic means compounds only the information which said 2nd information processing means 
outputted. and the random number which said 2nd random-number-generation means generated. When 
information is received from said 2nd equipment before said 1st equipment transmitted information to 
said 2nd equipment The information which said 2nd information processing means separated with said 
1st separation means, without said 1st comparison means comparing a random number outputted is 
processed with said 1st information processing means. When information is received from said 1st 
equipment before said 2nd equipment transmitted information to said 1 st equipment It is characterized 
by processing the information which said 1st information processing means separated with said 2nd 
separation means, without said 2nd comparison means comparing a random number outputted with said 
2nd information processing means. 

[0048] Moreover, in invention of claim 1 1 , it is characterized by using a cryptographic key with same said 
1st encryption means, said 2nd encryption means, said 1st decryption means, and said 2nd decryption 
means in invention of claims 9 or 10. 

[0049] Moreover, in invention of claim 12, in invention of claims 9 or 10, said 1st equipment is an IC card 
and said 2nd equipment is characterized by being said IC card and the IC card terminal which performs 
an informational communication link. 

[0050] Moreover, in invention of claim 13, it is characterized by said the 1st equipment and said 2nd 
equipment being an IC card in invention of claims 9 or 10. 

[0051] In the information communication device which communicates in invention of claim 14 by 
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repeating informational transmission and reception the number of predetermined times between the 1st 
equipment and the 2nd equipment moreover, said 1st equipment The 1st information processing means, 
the 1st random-number-generation means, the 1st upper composition means, the 1st lower layer 
composition means, the 1st encryption means, the 1st decryption means, the 1st upper separation 
means, the 1 st lower layer separation means, and the 1 st comparison means are provided. Said 2nd 
equipment possesses the 2nd information processing means, the 2nd random-number-generation means, 
the 2nd upper composition means, the 2nd lower layer composition means, the 2nd encryption means, 
the 2nd decryption means, the 2nd upper separation means, the 2nd lower layer separation means, and 
the 2nd comparison means. When said 1st equipment transmits information to said 2nd equipment While 
outputting the information which said 1st information processing means transmits, said 1st 
random-number-generation means generates a random number. The random number which said 2nd 
equipment contained in information just before said 1st separation means received from said 2nd 
equipment generated is separated and acquired. After compounding the information which said 1st 
information processing means outputted, and the random number which said 1st separation means 
acquired with said 1st lower layer composition means. Encipher with said 1st encryption means, consider 
as encryption information, and it transmits as synthetic information which compounded this encryption 
information and the random number which said 1st random-number-generation means generated with 
said 1st upper composition means. When said 2nd equipment transmits information to said 1st equipment 
While outputting the information which said 2nd information processing means transmits, said 2nd 
random-number-generation means generates a random number. The random number which said 1st 
equipment contained in information just before said 2nd separation means received from said 1st 
equipment generated is separated and acquired. After compounding the information which said 2nd 
information processing means outputted, and the random number which said 2nd separation means 
acquired with said 2nd lower layer composition means. Encipher with said 2nd encryption means, 
consider as encryption information, and it transmits as synthetic information which compounded this 
encryption information and the random number which said 2nd random-number-generation means 
generated with said 2nd upper composition means. When said 1st equipment receives the synthetic 
information from said 2nd equipment After said 1st upper separation means separates the random 
number which said 2nd random-number-generation means generated from the received this synthetic 
information. It separates into the information which decrypted with said 1 st decryption means and said 
2nd information processing means outputted with said 1st separation means further, and the random 
number which said 2nd separation means acquired. Said 1st comparison means compares the acquired 
this random number and the random number which said 1st random-number-generation means 
generated. The information which said 2nd information processing means separated with said 1 st 
separation means when this comparison result was coincidence outputted is processed with said 1st 
information processing means. When said 2nd equipment receives the synthetic information from said 1st 
equipment After said 2nd upper separation means separates the random number which said 1st 
random-number^generation means generated from the received this synthetic information. It separates 
into the information which decrypted with said 2nd decryption means and said 1st information processing 
means outputted with said 2nd separation means further, and the random number which said 1st 
separation means acquired. It is characterized by processing the information which said 1st information 
processing means which compared the acquired this random number with the random number which said 
2nd random-number-generation means generated with said 2nd comparison means, and was separated 
with said 2nd separation means when this comparison result was coincidence outputted with said 2nd 
information processing means. 

[0052] moreover, in transmitting information to said 2nd equipment in invention of claim 14 in invention 
of claim 15 before said 1st equipment receives information from said 2nd equipment Said 1st encryption 
means enciphers only the information which said 1st information processing means outputted. In 
transmitting information to said 1st equipment before said 2nd equipment receives information from said 
1 st equipment Said 2nd encryption means enciphers only the information which said 2nd information 
processing means outputted. When information is received from said 2nd equipment before said 1st 
equipment transmitted information to said 2nd equipment The information which said 2nd information 
processing means separated with said 1st separation means, without said 1st comparison means 
comparing a random number outputted is processed with said 1 st information processing means. When 
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information is received from said 1st equipment before said 2nd equipment transmitted information to 
said 1st equipment It is characterized by processing the information which said 1st information 
processing means separated with said 2nd separation means, without said 2nd comparison means 
comparing a random number outputted with said 2nd information processing means. 

[0053] Moreover, in invention of claim 16, it is characterized by using a cryptographic key with same said 
1st encryption means, said 2nd encryption means, said 1st decryption means, and said 2nd decryption 
means in invention of claims 14 or 15. 

[0054] Moreover, in invention of claim 17, in invention of claims 14 or 15, said 1st equipment is an IC 
card and said 2nd equipment is characterized by being said IC card and the IC card terminal which 
performs an informational communication link. 

[0055] Moreover, in invention of claim 18. it is characterized by said the 1st equipment and said 2nd 

equipment being an IC card in invention of claims 14 or 15. 

[0056] 

[Embodiment of the Invention] Hereafter, the information correspondence procedure concerning this 
invention and one example of equipment are explained to a detail with reference to an accompanying 
drawing. 

[0057] Drawing 1 is the block diagram showing the IC card structure of a system. In drawing 1 , the IC 
card terminal 1 possesses the random-number-generation means 1 1, a random number and a merge 
means 12, the encryption means 13, the comparison means 14, the data-processing means 15, the 
cryptographic key storing means 16, a random number and a data separation means 17, and the 
decryption means 18, and is constituted. IC card 2 possesses the random-number-generation means 21, 
a random number and a merge means 22, the encryption means 23, the comparison means 24. the 
data-processing means 25, the cryptographic key storing means 26. a random number and a data 
separation means 27, and the decryption means 28, and is constituted. 

[0058] In the IC card terminal 1, the data-processing means 15 processes generating processing of the 
data which deliver and receive between IC cards 2, and ********** to IC card 2 etc., the 
random-number-generation means 1 1 generates the random number of arbitration, and a random number 
and the merge means 12 compound the random number which the random-number-generation means 1 1 
generates, the data which the data-processing means 1 5 outputs. This composition may be compounded 
based on a predetermined regulation so that it may serve as encryption, but since encryption is 
performed in the latter part, the composition which is only connected extent is enough as it. The 
encryption means 13 performs encryption processing using the random number compounded with the 
random number and the merge means 1 2. and the cryptographic key in which data etc. are stored by the 
cryptographic key storing means 1 6. The decryption means 1 8 carries out decryption processing using 
the cryptographic key in which the cipher transmitted from IC card 2 is stored by the cryptographic key 
storing means 16. and a random number and the data separation means 17 divide into a random number 
and data the information decrypted with the decryption means 1 8. The comparison means 1 4 compares 
the random number which the random-number-generation means 1 1 generated with the random number 
which performed predetermined processing later mentioned by these random numbers, and when the 
same (it will become the same if the predetermined processing mentioned later is made justly), it 
operates so that IC card 2 may be attested and data processing may be permitted to the 
data-processing means 1 5. 

[0059] In IC card 2, similarly, the data-processing means 25 processes generating processing of the data 
which deliver and receive between the IC card terminals 1 . and ********** to the IC card terminal 1 
etc., the random-number-generation means 21 generates the random number of arbitration, and a 
random number and the merge means 22 compound the random number which the 

random-number-generation means 21 generates, the data which the data-processing means 25 outputs. 
The encryption means 23 performs encryption processing using the random number compounded with 
the random number and the merge means 22, and the cryptographic key in which data etc. are stored by 
the cryptographic key storing means 26. The cryptographic key stored in the cryptographic key storing 
means 26 is the same as that of the cryptographic key which the cryptographic key storing means 16 of 
the IC card terminal 1 stores. The decryption means 28 carries out decryption processing using the 
cryptographic key in which the cipher transmitted from the IC card terminal 1 is stored by the 
cryptographic key storing means 26, and a random number and the data separation means 27 divide into 
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a random number and data the information decrypted with the decryption means 28. The comparison 
means 24 compares the random number which the random-number-generation means 21 generated with 
the random number which performed predetermined processing later mentioned by these random 
numbers, and when the same, it operates so that the IC card terminal 1 may be attested and data 
processing may be permitted to the data-processing means 25. 

[0060] Drawing 2 is drawing having shown actuation of IC card system shown in drawing 1 , and the flow 
of a signal. 

[0061] First, if a user inserts IC card 2 in the IC card terminal 1 and both are connected electrically, the 
IC card terminal 1 will generate a random number R1 with the random-number-generation means 1 1 , and 
will encipher a random number R1 with the encryption means 13 (step 51). At this time, after a random 
number R1 is compounded with the random-number demand which is a random-number-generation 
demand which receives to IC card 2 which the data-processing means 15 outputted with the random 
number and the merge means 12. it is enciphered using the cryptographic key stored in the 
cryptographic key storing means 16 with the encryption means 13. 

[0062] The random number Rl and the random-number demand K (the random-number demand, R1) 
which were enciphered are sent out to IC card 2 (step 52), in IC card 2. are decrypted using the 
cryptographic key in which this is stored by the cryptographic key storing means 26 with the decryption 
means 28, and process received data with the data-processing means 25 through a random number and 
the data separation means 27 (step 53). 

[0063] Next, based on the processing result of received data (based on a demand of the IC card terminal 
1), the random-number-generation means 21 generates a random number R2 with the data-processing 
means 25. K (a response, R1R2) which compounded the reply signal over this, a random number Rl, and 
a random-number demand with the random number and the merge means 22, and enciphered this using 
the cryptographic key storing means 16 with the encryption means 23 is sent out to (step 53) and the IC 
card terminal 1 (step 54). 

[0064] The IC card terminal 1 which received K (a response, Rl R2) decrypts this using the cryptographic 
key stored in the cryptographic key storing means 16 with the decryption means 18, separates a random 
number Rl with a random number and the data separation means 17, and passes delivery, and a reply 
signal and a random number R2 to the comparison means 1 4 to the data-processing means 1 5. With the 
comparison means 14, if the random number Rl separated with the random number and the data 
separation means 17 is compared with the random number Rl which the random-number-generation 
means 11 generated at step 51 and both are in agreement, IC card 2 will be attested and processing of 
data etc. will be permitted to the data-processing means 1 5. However, the authorization given to the 
data-processing means 1 5 here is only processing to the reply signal received with the random number 
R1 separated with the random number and the data separation means 17. 

[0065] Attesting IC card 2, when the random-number-generation means 11 is in agreement at the 
random number Rl and step 51 which were separated with the random number and the data separation 
means 1 7 compared with the comparison means 1 4 That the demand and response to the IC card 
terminal 1 are transmitted with a random number Rl It is a reason for being impossible in addition to the 
partner who has the cryptographic key stored in the cryptographic key storing means 16. IC card 
terminal 1 self transmits the demand and response which are sent to coincidence even if it has answered 
a letter as it is in the random number Rl which the IC card terminal 1 enciphered and the inaccurate . 
partner who does not have a cryptographic key temporarily transmitted, and an unjust demand is 
because it does not enter 

[0066] Next, a data-processing means 15 by which data processing was permitted Generate the access 
request to IC card 2. and this and the received random number R2 to a random number and the merge 
means 12 Delivery, A random number and the merge means 12 compound the random number R3 which 
this and the random-number-generation means 11 generated. To the encryption means 13 Delivery, It 
enciphers using the cryptographic key in which this is stored by the cryptographic key storing means 16. 
and the encryption means 13 is sent out to (step 55) and IC card 2 as K (an access request, R2R3) (step 
56). 

[0067] IC card 2 which received K (an access request. R2R3) decrypts this using the cryptographic key 
stored in the cryptographic key storing means 26 with the decryption means 28. separates a random 
number R2 with a random number and the data separation means 27, and passes delivery, and a reply 
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signal and a random number R3 to the comparison means 24 to the data-processing means 25. With the 
comparison means 24, if the random number R2 separated with the random number and the data 
separation means 27 is compared with the random number R2 which the random-number-generation 
means 21 generated at step 53 and both are in agreement, the IC card terminal 1 will be attested and 
processing of data etc. will be permitted to the data-processing means 25. The above-mentioned IC card 
terminal 1 of the reason for attesting the IC card terminal 1 by comparison with the comparison means 
24 is the same as that of the reason for having attested IC card 2. 

[0068] The data-processing means 25 will generate the access result to the IC card terminal 1, if data 
processing is permitted. The random number R4 with which, as for delivery, the random number, and the 
merge means 22, this and the random-number-generation means 21 generated this and the received 
random number R3 to the random number and the merge means 22 is compounded. To the encryption 
means 23 Delivery, It enciphers using the cryptographic key in which this is stored by the cryptographic 
key storing means 26. and the encryption means 23 is sent out to (step 57) and the IC card terminal 1 as 
K (an access result, R3R4) (step 58). 

[0069] The IC card terminal 1 which received K (an access result. R3R4) decrypts this using the 
cryptographic key stored in the cryptographic key storing means 16 with the decryption means 18, 
separates a random number R3 with a random number and the data separation means 1 7, and passes 
delivery, and a reply signal and a random number R4 to the comparison means 14 to the data-processing 
means 15. With the comparison means 14, if the random number R3 separated with the random number 
and the data separation means 1 7 is compared with the random number R3 which the 
random-number-generation means 1 1 generated at step 55 and both are in agreement, IC card 2 will be 
attested and processing of data etc. will be permitted to the data-processing means 15. The 
data-processing means 15 will generate the directions or data M4 to IC card 2. if IC card 2 is attested 
by the comparison means 14. The random number R5 with which, as for delivery, the random number, 
and the merge means 12, this and the random-number-generation means 1 1 generated this and the 
received random number R4 to the random number and the merge means 12 is compounded. To the 
encryption means 13 Delivery, It enciphers using the cryptographic key in which this is stored by the 
cryptographic key storing means 16, and the encryption means 13 is sent out to (step 59) and IC card 2 
as K(M4. R4R5) (step 60). 

[0070] IC card 2 which received K (M4, R4R5) decrypts this using the cryptographic key stored in the 
cryptographic key storing means 26 with the decryption means 28, separates a random number R4 with a 
random number and the data separation means 27. and passes delivery, and a reply signal and a random 
number R5 to the comparison means 24 to the data-processing means 25. With the comparison means 
24, if the random number R4 separated with the random number and the data separation means 27 is 
compared with the random number R4 which the random-number-generation means 21 generated at 
step 57 and both are in agreement, the IC card terminal 1 will be attested and processing of data etc. will 
be permitted to the data-processing means 25. The data-processing means 25 will generate the 
command or data M5 to the IC card terminal 1 , if the IC card terminal 1 is attested by the comparison 
means 24. The random number R6 with which, as for delivery, the random number, and the merge means 
22, this and the random-number-generation means 21 generated this and the received random number 
R5 to the random number and the merge means 22 is compounded. To the encryption means 23 Delivery. 
It enciphers using the cryptographic key in which this is stored by the cryptographic key storing means 
26, and the encryption means 23 is sent out to (step 61) and the IC card terminal 1 as K (M5, R5R6) 
(step 62). 

[0071] Like the following, the IC card terminal 1 processes, after attesting IC card 2 by the comparison 
of a random number R5 (step 63). Transmit K (M6, R6R7) to IC card 2 (step 64). and IC card 2 
processes, after attesting the IC card terminal 1 by the comparison of a random number R6 (step 65). K 
(M7. R7R8) is transmitted to the IC card terminal 1 (step 66). and it repeats until a communication link 
ends this. 

[0072] thus, the thing which the IC card terminal 1 and IC card 2 attest mutually for every 
communication link — impersonating — etc. — injustice is prevented. Moreover, since the ciphers vvhich 
have changed the cryptographic key as a result each time, that is. encipher the same plaintext 
(information which should communicate essentially) and are acquired since it is enciphering by 
compounding a random number to the information (a random-number demand, a response, an access 
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request, an access result, Ml. M2 grade) which should communicate essentially differ each time for the 
compounded random number, it becomes difficult [ decode of a cipher, or unjust acquisition of a 
cryptographic key ] very much [ them ]. 

[0073] In addition, the same effectiveness can be acquired, even if it constitutes so that the random 
number transmitted first may be compounded with (R4 grade of 52 stepRl, 54 stepR2. 56 stepR3, and 
step 58). and other information enciphered without enciphering, for example, it may carry out like K 
(access request. R2)R3 at step 56 and it may transmit after being generated. 

[0074] Next, the information correspondence procedure of IC card system concerning this invention and 
the 2nd example of equipment are explained. 

[0075] Drawing 3 is the block diagram showing the IC card structure of a system in the case of 
performing the information communication link between IC cards. In drawing 3 IC card A2-1 the 
random-number-generation means 21-1, a random number and a merge means 22-1, the encryption 
means 23-1. the comparison means 24-1, the data-processing means 25-1, the cryptographic key 
storing means 26-1, a random number and a data separation means 27-1, and the decryption means 
28-1 IC card B-2 -2 possesses the random-number-generation means 21-2. a random number and a 
merge means 22-2, the encryption means 23-2, the comparison means 24-2, the data-processing means 
25-2. the cryptographic key storing means 26-2, a random number and a data separation means 27-2. 
and the decryption means 28-2. and is constituted. It connects through the IC card terminal 3. 
[0076] In case data are communicated between this IC card A2-1 and IC card B-2 -2, since 
authentication and data communication are performed, explanation is omitted like the case where the 
communication link between the IC card terminal 1 explained in the 1st above-mentioned example and IC 
card 2 is performed. 

[0077] Moreover, although IC card A2-1 and IC card B-2 -2 are connected through the IC card terminal 
3. the IC card terminal 3 performs only actuation which passes the other party data, without processing 
the data which IC card A2-1 and IC card B-2 -2 sent out. 

[0078] This IC card A2-1 and IC card B-2 -2 are the same configuration as IC card 2 explained in the 
above-mentioned example, and not only the data communication between IC cards but data 
communication with the IC card terminal 1 shown in drawing 1 is possible for them. 
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DESCRIPTION OF DRAWINGS 



[Brief Description of the Drawings] 

[Drawing 11 The block diagram showing the configuration of an IC card. 

[Drawing 21 Drawing having shown actuation of IC card system shown in drawing 1 . and the flow of a 
signal. 

[Drawing 31 The block diagram showing the IC card structure of a system in the case of performing an 
information communication link between IC cards. 

[Drawing 41 Drawing having shown the flow of the block diagram having shown the 1st example of the 
conventional IC card system, and signal processing. 

[Drawing 51 Drawing having shown the flow of the block diagram having shown the 2nd example of the 
conventional IC card system, and signal processing. 

[Drawing 6l Drawing having shown the flow of the block diagram having shown the 3rd example of the 
conventional IC card system, and signal processing. 

[Drawing 7l Drawing having shown the flow of the block diagram having shown the 4th example of the 
conventional IC card system, and signal processing. 

[Drawing 81 Drawing having shown the flow of the block diagram having shown the 5th example of the 
conventional IC card system, and signal processing. 
[Description of Notations] 

1 IC Card Terminal 

2 IC Card 

3 IC Card Terminal 

1 1 Random-Number-Generation Means 

12 Random Number and Merge Means 

13 Encryption Means 

14 Comparison Means 

15 Data-Processing Means 

16 Cryptographic Key Storing Means 

1 7 Random Number and Data Separation Means 

18 Decryption Means 

21, 21-1, 21-2 Random-number-generation means 

22, 22-1, 22-2 A random number and merge means 

23, 23-1, 23-2 Encryption means 

24, 24-1, 24-2 Comparison means 

25, 25-1, 25-2 Data-processing means 

26, 26-1, 26-2 Cryptographic key storing means 

27, 27-1, 27-2 A random number and data separation means 

28, 28-1 . 28-2 Decryption means 
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0. ^3©^fi»fe#R*Bg#{bL-C^3©B§#{btt«t 

vxmum 2 ©s^g-sjifi L ^ 

BUfBll 1 ©^S*i6|g3©Bt#{bfffR«:S<lL./cH!riBII 
2©t|gW. K^Lfcll3©Bt-Wbfffg*tt#{bUfc 
tg. BUiBlg3©tffR<»:mifBm3©SLS!im)iBm2©SLi5t 
tCC^fStl/. ^^ffiL')fe»2©SLI^<!:B5tei%^L/fcl|2 
©SLfK[i*J:t«Jl/, teJt©CcJ:i?MIB^aiL-fc»2©SL 
3K!iMiBI«iU/clg 2 ©SL^i Tii— 15t UfeJi-^CCMIBI? 40 
1 ©^g?:S!aEL.-CH(rie»3©t»«K:JltT.2>A!iS*tf 

frsam 1 ©£IS<!:ltr§Bm2 ©SIS£©|BI©ttlS©j^3!ii 

[ isss^ 2 ] Bfrgan 1 ®^ls*«^f eg^ibJa i jy^a-^ 

b <t fjIBm 2 ©^lS*itf ^ Bg#{ b*J ct Z^m^itt ». im 

1 iBt8©t»l8ji<t:^ffi. 

[n-^m3] mrsB0i©£gs». so 



^ga¥ 1 1 - 1 6 8 4 6 1 
2 

H!rfB02©$IHW, 

mrlB I C:^7- H<tttfE©3i^t*^T^ I c*- Kss^-r* 
s c -r Sgt*^ 1 fB«s©tSfBHt:^a. 

[nmm4 ] mam i ©s^gi Buia»2 ©^gi«. 

I C*- F-C*4Ci*!|$m<!;TSK^llB«©«#fi 
C g»^:S 5 ] Ml ©i^g <h0 2 ©Slgi ©P^ -Clf^S© 

^*3f •] ii-r c t (c <fc 0 jim^fT 5 If «3ifi 

Btriaii 1 ©i^*^6Htifam2©^sfc*f-r^>i^ i ©it$8 
*jgi«-r5i?K«:. tfria^ i <ommvm i ©sli^^t^t 
Sii^>(c. ©«#g^Bi-^^bLrs^i©Bf-^b1t 
IS <!: L , SIR 1 ©Bg^{ bttis t Mta^^ u fell 1 ©ai^ 
i L. m 1 (Dmmmnt l xmism 2 ©i^g-^jn 
mo. 

BuiBH 1 ©^g*^6B«fBS 1 (ommmn^^^mvtcWiiE 
m 2 (ommt. m^m l tern 1 ©^utita^r Buiam 1 © 

SLSSitJKM 1 ®lli#^btt«i tc^SI L/cSi. sem 1 © 
Bg-^{btt?E*B!fiaM 1 ©t»«K:«#{bL. am 1 off $8 

mnzm 2 ©^g*:>e>mria0 1 <D^micM-ri>m2 ©t«#R 
^am-r-sBgcc. ^^riBll2®igg-clp^2©sL5S*^■r 

StifcCC^ feM2©tf#Bif?fB^SlU/clffl©SLI^i 
*-&fiKL/-r||2©^f!)cttfg<tU. gEll2©^fiRtf#R*Bi 
■^bL-cil2©Bf-^ibtiHR<bO. ^2©Bg-^bff«i 
Ml B^* L /cS? 2 ©gLSt t L-r » 2 ©Smtffll i 

MiBIR 1 ©^Ig^-iilftt^. 
MtBM2 ©Slg*»6m2 ©^tf^=&Sm L//cmiiBm 1 

©*ig« . m.^mL'tcm2 (ommmmmmm 2 ©£l» 
tms&m 2 (Dv§mtmnt ic^mutcik. m.m2 ©Bt-^ 
it\tm=s:miEm2<D'^immicm^itL. m.m.mtofc 
m2 ©^gctf#8=&KfiB» 1 o>siWLtwims2<om^tic 

h . I^^St L//cl^ 1 (Diin i bUIB^* L /cH 1 ©SL 

mtz^^vfcm 1 (DiiWLt ti-m. Lftm^t,cmEm2 © 

^g^riSSE Lr miiBm 2 ©tf $R(C>rt-r •2.^^la^^f l.\ 

Butam 1 ©^a/0^6B?iam2©^s{c>pt-rsii3©if$B 

*i^(i-r SBRJC , BUiBM 1 ©^g-ci» 3 <Dil^i^-r 
^iifefC. ^3©1f?R<!:MsB^iaiL/c|R2©SLSS!i 
*^fiSLTl|3©^fiRtffR<!:U> ^3©^fiStf$R?rBt 
■^ibLTl&3©Bg-^{btffBtO. iSII3©Bg#{b«$8<!: 

MfBig^ u:tM 3 (oiimt i-^^uxmsommmn t 

Lr BuiBll 2 ©^g'N.iMft 0> 

mi&m 1 (omma^hm 3 ©iimif #fi*sft t /cmriE^ 2 

©ilg». L /cm 3 ©3lftt^=&MiBm 3 ©SL» 

iMfa^3©Bif-^{bw$gi{c»itb/cf^. mm^oM^ 
imn^mmm 3 ©^^t*fRtc«^{b l.. mm^itutc 

m 3 ©^^tf fR^mriBH 2 ©SLfa: i mrsBIR 3 ©tf $8 i 
^f»b. S;»BtL/fcm2©aiKifiimB^^U/cSI2©SL 



3 

m^^b^m 2 <DSimt*i—m. ofcm^i,cmsEm 1 © 
mM^mmbtmiBm 3 ©tt^RtcM-r ^.®a%^f 

[if *5 6 ] mmm 1 ©^g*itf ^ Bg^^bfe cfc 

im^m 7 ] mam 1 ©$®«« 

I C*-K-C**C<!:41#Sii-r-5it*^5iB«©W« 

Buiei^ 1 (Dm&it. 

m 1 ©ttsui2yi*®i^ 1 ©sL»^afe*® 1 ©^fis 
1 (Dmmt^mtm 1 ©«#ib#si^ 1 ©» 
m^m t m 1 ©JtK^g t^M^mu. 

m 2 ©t»$g^asi^K tmz ©sl^^^^s i 11 2 ©^^s 

^©iS 2 ©Bt^{b#©i^2 ©ffl#{b*Si» 2 ©^ 
«*©<!:m2 ©ibSJ^Si L/. 

BuiB^ 1 ©^g*5friem2 ©^g^-tf #R?:i*{fr 

Mie^i ©mfgjji®*is:*ij^fr?.if#R^a;^r 
^> i i 4> 6c. mriBH 1 ©giis^^#©ms!t*^^ o , 
MiB^ 1 (o^m^^ifim?zm2 ©iiS3&»p>s«L/cit«!i 

©t»$Rtc$Sn^mri5ll 2 ©ilSAS^^ L /cSL^5:^gi 

m^m 1 (osM^^sttfi^bfcUMtmrnm 1 ©^ 
fras 2 <omm.ifimi&m 1 ©siB'^tf^R^jHit-r 

tc». Mie»2©t»IE*!iS*IS*i^ff-rstf#R=&ffi;^t- 
^ <!; i tc . HUfEU 2 OMM^^mSLtHUML^^^ h . 
MI3^2 ©^iSt#e*s«5ffim 1 ©igS35»?>S<iU/cfiftr 
©t»#B(C^Sn-SH5fa^ 1 ©i^S*i^^bfcSL^*:9'BI 

o-cis(?#L. wmm2<iMmm^WLifi^tii^fc\mt 
frsE^ 2 ©iSLfgt«^^s*s^^ 0 fcSL» i ffirseii 2 ©» 
@l#^5*^a!^^f u /cslik i ^sijie^ 2 ©^^s^is-r ^gss 0 
fc?^, Buia^2©Bg#<b*^-ciig#{bLriig#ibtiNH6 

tStem 1 ©S^a*iMtB»2C^S*>6©Bf-^'fb«#K*S 



(3) ^ggJF 1 1 - 1 6 8 4 6 1 

4 

mL/c«^(cii. e[smL//cBi#^btt#B4BtriBiii©a 
mt^mxm^^ti^tc^. BfriBii 1 ©^st^a-cfriam 

2 ©fifB«is#^g;*im:?3 L/fctSfBiBUiBI^ 2 ©SLI^S 

mtiiC^miy. ^m^iytcUMLtm^zm i ©sLfgtfi^* 

©Ai^l/ifeSLIKt ?&WiB^ 1 ©i:b*S#l2T?J:b«Jl^. K 

J:bf5iKm*i-S(-C*o/cJS^(Cmriam l ©:^at#St?55- 
lltL./cH!ltB^2 ©1t$StoS#^*ita;^ Lfc1t^*fl5ia» 

i©tt#BMa#®-ciiaffiL.. 

10 B?iB^2 ©^g*st!rfBlff 1 ©$IS3&>e.©B|f-^^btf $8^S 

mt^WLxmmti^fcm. m%i.m2(o^m^mxmtd.m 

1 ©ts#a*!ia*l2*«ffi:*;Lfcit«ifrfB^ i ©sLSBiii^ 
^©^i^sfeb/cSLfgcimrtBii 1 (D^m^WitmnLicu. 

SJtiCC^JSStO, ^K^iOfcalKiB^riBII2©SLIS%^t# 
S3!>S|fe^bfcSL!K<b*i5iBm2©Jtt2#K-CtM§?L. ^ 
J:bSJ*$S*i-g5:-c* -o ^^cJg^tcmriB^ 2 ©^gf#©-c^^ 
BtL/ZcmflBm 1 ©tSfa*aa*a*sffl:^; 1//cW#B*h5IBII 

2 ©ttfR^aa^e-cAiiffif s c ^ t -r ^tt^KHi 

20 

[ 1 0 ] ftriBii 1 (omm^wmm 2 ©i^g*^ 6 
t»*84S«f ^ wtcfriB^ 2 ©^g-^if $a?rii^ff -r -sjfi 

B5IBII 1 (o-^m^mt. wmm 1 ©t»iEMa^©*5a:^ 

L./cif«<!:tJiBm 1 ©SLigt^^SAilfe^b/cSL^iCi© 

BtrfBII2 ©^gdSatfiBUl ©$|g*^61ttR5rS<fr-5HJ 

Hi(fBl^2©^fiR^S«. BUiBII2©1t«Ma^®3!>im:^ 
30 L fett« <!: I(fie» 2 ©a!»^*®*i^ 0 fcSLI^ i © 

liriB^ 1 ©j?a*5B5tBipr2©igS'^tsia*)t<fr€.Bu 

{C, fjlBII2©$gg*>e,ttfB*SML/ciS^{Ctt. 
bSIBIS 1 ©i:be?#S*sSLS!©tbl5^tTto-r{cMfBlg 1 © 

^^fit^mr^Bt L/cButB^ 2 (o'mmsm.^^t^mf} c /c 
mriB»2 ©^gTisfjiaii i ©»g--tff$R?:Jim-r-2>i!i 

Kl. 1 ©*^g>Cr>6tt$R^^ftL//cJf -^tClJ. 

BtJiBlPr2 ©J:b$5^®*iSLi(©J:b*5*?Tt)f tCBiFlB® 2 © 
40 ^St*® r^JSt O/cMIBII 1 ©t»«toS#l8Ai U fc 

mi'kmt^m2(D^n9m^mrcmmth c t^i^mi 

[ si*« 1 1 ] msam i ©hs^^ t^© t mssm 2 ©ng 
-^fb^si Buiam 1 (ommt^Mttm^m 2 ©«-^b# 

i§j-©iif-^si*i»«-rsci«:#m<b-r.sf«*Ji9 
»i oia*8©m^«»g. 
[ ii^^i 1 2 } Bu tan 1 ommt. 

so ms&m2<D^sit. 



BtriB I c * - K tmm.omm^^'^ i c* - mMv$> 
scifritsii-r sit^«9ii/c«i osznoymmmm 

immM 1 3 ] msEm i <oms.tmim 2 (omst 
«. 

{lKS«:*jt»r. 10 

BuiB^ 1 ©*^a». 

» 1 ©If $B«iffi*©<bll 1 (DiL^^^mtm 1 ©±)B 

^^^Sin 1 (DTm-^^^mtm 1 ©eg-^^b^^i^ 

1 (Dm.mt^^tm 1 ©iJl^Bt^Sill 1 ©TS^IK 

0 2 ©ttlR^ia*© i H 2 ©£LI^^^#IS i ^ 2 ©±B 
tm2 ©T®^fiR#S i H 2 ©Bg#j t^S t H 

2 ©«#{ fc^© t m 2 ©±B^8f #18 <!: » 2 ©TB^lt 

^mtf^2<oim^@.t^9Mh, 20 

HflffS^ 1 ©ilS*Sm)fEII2 ©JISM»^*j|^ft-r -Sli^ 

{c{*. tfriB* 1 ©tf $R*!ia#ia*i3iifi-r •5t»«4a;^t- 
^> i i K . mifBm 1 ©iai»»^#iamf»«:»^L . 
BtriBm 1 ©^«#i5*SB«fBm2©iig*>e,^<iufcitro 

©tt«W:§ t n ^ BfTlBH 2 ©JISAS^^ b /cSLS^^J'St 
L-CKffb. HtriB»l©tt««iS*e*Jta;»JbfctefH<!: 
HtflBH 1 ©^51#S*imf§ LfcSL^^i «:B5iBII 1 ©TS 
^fiS;#St?^^L//cf^> ffSBS 1 ©Bf-^b#S-CBt#{b 
l/rili#<bte«iL., SBt-^fctff«iS!riBS^l©SL»» 

L /cSL^ t B?iB0 1 ©±B^fiR#l8-e^ 30 

HiriBm2 ©^g*SB^rfBll^ i ©s^g-^tSfB^riUffr-sii^ 

«:». t5iBIR2©1t«*!ia#©*s^lfgTSm$li4ffi:^T 

5 <!: i «C. frlBm 2 ©SLf(^^#S*iSLf(=£%^ U . 

BtriBii2 ©^j^Bt^K^iSgiBii 1 ©§5H*^e>«fiL/cji:«!j 
©tSffitc#*n*B5iB0 1 ©iia*«^^LfcSL!»*^fflt 

0 r axff L , m^m 2 ©t»f Rsaai#s*5m:^ 0 /cttfs t 

9iifB0 2 ©5Jfit#^a*^lXf# L/fcSLf^t ©TJl 
^R£#^-C^^ b/cft > BUlBM 2 ©Bg#^ b#®-CBt^<b 
L-THg-^^bttfRib. |gBg-^fct»$a<!:frsBm2®SLI^ 40 

^^mm^ L /cSLift i * Btriam 2 ©±s^fiR#e-c-^ 

utcm^(^ it. m^m ufc'^^\nmii^ ^mEm 1 <D±m 
^m^miimam 2 ©sii^ffetfe^s^j^ l fcSLia:*^ 

le^ 1 ©^^^IS-CbuIBII 2 ©t»$RteIl#©*itt;'3 L/ /c 
tS?SiHfifB02 ©»gt#g*si!J?#Ufca^<!: {C^5-itU, 
mx.nLtcSM.tmEEm 1 ©£LII5^^#l3*i|%SfeL';^cSL 
?S<b?:B!riB»l©J:hl5#g?-CJ:b«?0. gU:b^S*«-SC 50 



nmW- 1 1- 1 6 8 4 6 1 
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V$> -> fcJS^CCMiB^ 1 ©»gt#S-C^g| U/cmrlBH 2 
©tti«!!iffi#^©7>«tB*0/ctt*B*HJiBll 1 ©«$B*!M# 

BgiB02 ©^S*Sm)iBm 1 ©^H*^6©^fi£tf$B*^ft 
L/fcJg^tC«. KS(tL//c^fiStS«*^6B«ffil^2©±)a 
4^8t#l8*SHuiB» 1 ®SL»l%*#e*«^LfcSLIS*» 
^Ufc^. WiBII2©«-^{b#St?«-^{bO. se-fctif 
tai^ 2 ©^if^ig-CHuiB^ 1 ©lt$HAa:S#l9:*iai:^ ufc 
1««iMiE» 1 ©5J8f#©*iK»UfcSLI^<b{c»5jtb. 
|glS{f# 1/ fcSLIS i ItriBII 2 ©SLiai%^#S*ii^* L /cSL 

©t»fiy!tts*s*JHi:t) L.ft:te«8%«»iBm2 ©tf ««jra# 
©-c^aa-r s d <!: *itt(<!: -r ^tt«®^$|g, 

1 5 ] iifiem 1 ommtm^ 2 ©jggj&i e> 
te«*s«-r iiJKfriBm 2 ©s?a'vtf«*3^-r-5« 

itriB^ 1 (D^^vc^mt. Btriem 1 ©«««am#®*sa 

BfrfB02 ©^g*iBiriam 1 ©^gA^^tt$R*s{f ^4b5 

(cmiiam 1 ©^g'^1t#S*SI{fr'5JS^«:«. 

B5iBII2©Bi-^^b#S». friBll2©tt««!,i|#|8*S|ii 

:t»LfctSa©**Bg#^bl^. 

Huia® 1 ©^g*«BtFiaii2 ©i^g-^ttfii*i*<fr -2.15 

ijfaii2©$ig*>e>tf$a=&sitL//cii^(c{j. 
tiffin 1 ©Jt«*©*ssLts:©tb<?i[*tTto-r{cfriBii 1 © 

t fcmfta^ 2 ©1t«A!iS#^*im:t» U/c 

i««*8!ria0 1 (Ti'^mm^mi^mx^. 
mi^2<r>^i)mtm, 1 ©^g^^.ttfR^iUft-r sstr 
cc. Buiaiii©sig*^6t»«*s«ufc«-&cc». 

B?ia02 ©l:b$5#m*sSL?^©l:b^4tf to-r(CfriB02 © 
^fSt^lS-C^ilLfcBufail 1 ©tt«MS#SASHJ;^jL/c 
ttS^mTKm 2 ©tf t?*!ra-r 5 C <!: i 

■rsf«*^ 1 4iBtg©itfgjiffi$ig. 

{|«^:* 1 6 ] B!Jie» 1 ©Bi-^<b#ia<!:BiriB»2©Bt 

fcit 1 5ia*s©it$8ji{i^a. 
[ n^m 1 7 ] 1 (ommt. 

I C:^;- F-C$.0. 
BUiBlg2©S|gB. 

«?rffi I C* - Kitf«l©a««:?f ^ I C*- FSS^-C* 

s c i *!|#8Sii -r si^jjoa 1 4 s 1 5 fatt©m8a 

M£^g. 

1 8 ] tjtam 1 ©$ig t frian 2 ©ggi 

«. 

I C;^;- Kr*^.Ci*#®i-r-Sfa«311 4IS)t«l 

5iBig©itf8afis?g. 
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[0 0 0 1 } 
■5. 

[0 00 2] 

IC (integrated circu 

i t : mmmw =s:mmi'tc i c*- k«. is^a- f 

C 0 0 0 3 ] C©«3^CCJ; o-C». {fJ^li^^tflR^iia 

[0004] C cr , I C iJ- KfcctO'^tD^a^gtC 

[0 0 0 5 ] ia4tt. fif3fe(D I C*- Hi';^7^AO>-0l| 20 

JfeCD 1 C*- 04 (a) {C^j^-Ti "^fc, 
I C HiS^ 1 0 1 ««f5g1t#B*SiW^ia ( K E Y 2 ) 
1 1 9> Jail^®! 1 5. V§mt^St (EK2) 1 1 

3. m^itmSi (DKl) i:M.mL. IC*-K10 2 
«|g|lf1««1»iW#® (KEY 1 ) 1 2 9. tktS^gl 2 

4, 12 5, Bg#^t#® (E K 1 ) 123, ffi 
■^jt#®(DK2) 1 2 8?r:a«b-C«J!S3nS. 

[0 00 6] CC-C. I C*- K*S*1 0 1 {CJ:»J I C 

K 1 0 2^c3^■r•st»il©s#ii*•^'^*^^^L*^f ^ 30 

[0 007] I C*- K 1 0 I C*- F^*l 0 1 

ccjfAS <a4 i . I c Fss* 1 0 1 mmsfsmj^m 
(KEY2) 11 9icmm^tixt.^^mmmn (k 

EY2) I C*- F 1 0 2'^^mTS C^T-J^fl 5 
1). I C*-F1 02«liHeit« (KEY2) 

■rsi. criizfrnmn^m^m (KEY I) i29{c 

*S,W34irti^ti!«1t|g (KE Y 1 ) ?rJ:t$5#© 1 2 4 

t?tb«^^*tf ^. «5^t9*R (KEY2) Am^mm. 

{KEY I) t-mr tut, ICij-h- 1 OZitlCiJ 40 
- FiS^ 1 0 1 ?riES^c I C*f- FSS^f $>S iigSEL- 

*5rfpI3n-5t«Hffi#Kl 2 5». IC*-F«i*10 

1 (omm^m 1 1 5 i 7"- d?^^<^i?©iift*gg*s-r -5 

7^-3»lf (Ml . M3) Bi#<k#® (EK 1 ) 1 2 

s-cBi-^Yt^nriift^n 5 2> 15 

4 ) . \Ciy- h'^^ 1 0 1 itcti^mmt^$9i ( D K 

1)11 S-ca-^-fbLr. Saffl^l^l 1 5*5A!iIi^r?f 

^. */c. jt&S^S:! 1 5A>e>SI(tSnSf=-5'3? (M 50 
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2. M4) Bg-^ib^S (EK2) 11 SrBf-^bS 
nraHi$4-i (X7=-->:7'1 5 3. 1 5 5). IC*-F 
1 0 2 tJcn^rffl-^^b^S ( D K 2 ) 12 8 vm^itL 

r , 5!ia^ia 1 2 5 tstam^^n ^ . 

[0 0 0 8] C<D^^fj:!sm^m>tclbiCit. ^-^'fb^ 
m (EKl) 1 Z3tmmt^m. (DKl) 1 1 SJjiffi 
ffl-r SBf CS, 0 . Bf-^jb^S ( E K 2 ) 11 

3 tmmt^m ( D K 2 ) 12 8 i)mmir s Bg-^gi*ii§i 

— -Cft-Si^^'SdS****. 4«©(g-^*J|5l— C*oT*> 
<fct,^. S/c. fi-^tt^RtS^^S (KEY2) 1 1 9€Bg 
iE##^©A*^g:-Cli^U. I C*- F 1 0 2 *i I C 
*-F^*10 l^fi^fp-T'S:!— tf?:lgiE-r^><fc^«CO 

[0 00 9] iC^**. 04(C7Kbfc^fiSfC*Jti-Ca. 

1 C*- F^* 1 0 1 i 1 CiJ- F 1 0 2®Pa©ji{i* 

«§s-r*cit?. j:b«?a«js^fciK?gtffg%:^iEKf9-rs 
c i^iojugf* K> . *i;-ssw$E*HXf#-rn{* i c*- f i 

0 2©tSfB©#*j^^^fi^jt I C*- F=grfiJffl-r-SC i 

[0010] s/c, mmtLfcmmh-^icm-cDsmm 

[0 0 1 1 ] C<DJ:'>tj:fSi&icfitmri>fctb, I c*- 
FiS*i I C*- F©Fa-C«fffittia*3i{t-tfr(c|giE«r 
tf^iifctc. Bi#ibLfct»«4Sa{c^^-c#)5:C»J: 
6iCti>imi!fiimW-2 - 3 1 2 8 9-^#R-M#ISJp2 

- 3 1 2 9 0-^i2:$B, n'mW-Z - 4 4 3 8 9-^a«. 1$ 

M¥2 - 1 9 5 3 7 an^mi'-cmm^tixi.^^b, 

[0 0 1 2 1 #Pa:5p2-3 1 2 8 9#4]:fg-Cfyg3txr 
l^^mm, 05(a) tc^-rJ:^{cA!ia^|5i2 15. 
Bt^^b#^ (EK2) 2 13-1. B§mt^m (EK 
4 ) 2 13-2. «#^b#S (DKl) 218-1. a 
^fb#l8(DK3) 2 18-2*:aiS-r-S IC*-FiS 
*2 0 1 t. MS^IS2 2 5. gLSfe^^^S (R) 2 2 

1 . tm^&iZ 2 4 . «§mtm^ (EKl) 223- 

1 . mmt^m (EK3) 223-2. ft^b^S ( D 
K 2 ) 2 2 8- 1. m^it^^ (DK4) 228-2* 
M=^-ri> I C*- F2 0 2-C^fiS$iT,^,. 

[0013] C® I Ctj- F'>;^f-A{J. 05 (b) iC 
7nrJ:^)Q:SKtv-cm-^©SS€:tf ^. *r. IC*-F 

2 0 2tt I C*- F^^2 0 1 ®ISiE*tf ^/cJiJtC. gL 
m^^^m. (R) 2 2 imSSf (R) «r^^L.. Ctl* 
Bg#<b*l2 (EKl) 22 3- 1 -CBi^^bLT I C*- 
Fi^*2 0 KC^flL (;^7^-:;:/2 5 1 ) . IC;«7-F 
^^2 0 1 itCtl^mmt^^ (DKl) 2 1 8 - 1 r 
«#^bL. «#<bLA:SLI» (R) *Bf-^^b^a (EK 
2) 2 1 3 - 1 -CBg-^fbbT I C*- F2 0 2'^5lHi-r 
^> {Xt--;'7'2 5 2), 

[0014] ic*-F202 it^motcssmsn^m 

■^b^e(DK2) 2 2 8 - 1 Tffi^^bUr. C©a# 
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it-cmai^ (R) iSLSt^^^® (R) 2 2 1 nm^ 

Vfcnm <R) *J:kS?^l22 2 4-Cj:biJU. M^*S-Sc 

-rti\t I c:<7- K^5K2 0 1 immox. i&m^m2 2 

[0 0 15]cntt. I C*- K2 0 2*l^^L/ri^<l 

- mm2 0 1 ?:i2iE-rsij>cD-c, t§^t^m (ek 

1 ) 2 2 3- 1 hmmt^S. < D K 1 ) 2 1 8 - 1 
-®llt#lt*€6«U> ^-^^k*© (EK2) 2 1 

3 - 1 tm^<t^& ( DK 2 ) 2 2 8 - 1 *i|5)— CDBf^ 10 

itmmt^St (EKl) 2 2 3- ItVSmt^m (EK 
2 ) 2 13-1 *«ffiffi-r-5Bt#fil*«l5I--C*r,t:»^c6 

100 16] I C*- K2 0 2*M C:^- h*^2 0 1 

*saEb, A&s#i82 2 5o«ifP*i*Bi-r-s<t. (em^ 

|g2 2 5 IJ, I C*- Fffi3S2 0 1 ©S!ia^ia2 1 5 t 

3 ) Bt-^'ft#® (EK3) 223-2 "CBf-^-fbStl 20 
Xmm^tl CP^T-yy'Zb 3, 2 5 5). IC*-K^ 
5K2 0 1 {tCtl^m.mt^&^ (DK3) 2 1 8-2-Cffl 

mtbt. nm^mz 1 5*i5!is*tf ^. Sfc. !em^ 

®2 1 5*>6aimSnS7=-^^ (M2. M4) it. B§ 

■^^#19: (EK4) 2 1 3-2-cii§mt$tixmmsti 

(>^7--y:/2 5 4. 2 56), I C3!7-K2 0 2ttcn 
^m-^it^m (DK4) 228-2 rffl^^tL-C. MS 

[00 17) C<DtS^(CW, S4Tittl§Lfci';^-f-A<b 
»^^c •? . *i!«t»f B^riSS^Kfr S C t < . ^.iEB#{c 30 

[0018] 1 2 9 o^^xmm^tix 

l^SaSfStt. 06 (a) CC7S-rJ:^{C*!iS#IS3 1 5. 
VSmt^&t (EK2) 3 1 3 - 1 . «§^t^et (ER) 
3 13-2, «-^^t^l5 < DK 1 ) 3 1 8 - 1 . 

(DR) 3 1 8-2**<ir-2) I C*- K^^3 0 
1 i, «!iS#®3 2 5, aiSi^^^© (R) 3 2 1. tb 
®!^g3 2 4. t^mt^m ( E K 1 ) 3 2 3 - 1 , Bg-^ 40 
it^m ( E R) 3 2 3 -2, mmt^$9L ( D K 2 ) 32 

8-1, mmt^m. (dr) 328 -z^M^mt^ i c 

/7- F3 0 2-C^3tl-5. 

[0 0 I 9] CCDI C;^7- Ki^y^T^AtJ, 0 6 (b) CC 

1, 3 5 2-r?SSSn5ft-^«:J:») I C*- K3 0 2*t 
I c*- KiS^3 0 1 <D^iE^tf 05{C^L 
fcti^ <!: laisi-c* -5 /c»itt?««#is-r .s, 

[002 0] ^r, I C*- h'3 0 2*M C*- K4S^ 
3 0 1 *SglI L. . ^aiffi*© 3 2 5 ©«jl^dS|*Dj 3 50 



#132? 1 1- 1 6 8 4 6 1 
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i, ^3^123 2 5 », I C:<7- F^3?3 0 1 Ofiaffi^ 

19:3 1 bty=-^^^%m<Dmm^^^ti>ifi. ait* 

tf^fSfc«, ^m^m3 2bt^hmm^n^7'-^m 

(Ml. M3) «, Bi-^{b#© (ER) 3 2 3-2-Ci§ 
aEB#CCSLtSt^^#e (R) 3 2 1 ^S^SfeOfcSL^^Bg-^ 
SitL/-CBg#{b$ti-raHtSn (Xf^-y:/3 5 3, 3 5 
5), I C*-K^*3 0 l«cn;&ffl^<t^S (D 
R) 3 1 8 -2-ca-^^bL.r. Mffl¥-I53 1 bt^m^^ 

(M2, M4) P)«lfCBf-^^b^l9: (ER) 3 13- 
2XmmvcU.1^&^WL (R) 3 2 lifi^^Ll^fcUM 

(;^7--:7:73 5 4, 356), IC*-K3 02ttcn 
*«-^{b#©(DR) 3 2 8-2-r«-^bLr. 

&.3 2 5*5i!iS=&?f ^. 
[0 02 1 ] C©ti-&{Ctt, HS-CSftlBl/fcS^^^AtC 

7'-^>'j:i'CDjim*tf^>BR®Bg#^b*^JEB#K:|% 

[0 02 2] */c, ^^^2 - 4 4 3 8 9-^4>$Bt?ffi^ 
$n-ri,^6t$ifl5«, 07 (a) KS^^<fc^tcS!iS#®4 
15, SLS^^^S (R2) 4 11, tm^WLA: 1 4, 
-&^#I24 1 2 , Bi#{b#l2 <EK2> 413-1, Bf 
#{b#© (ER1R2) 413-2, jS^{b#l8 ( D K 
1) 4 18-1, ffl-^<b#© (DK2) 4 18-2, « 
#{b^© (DR 1 R2) 4 1 B-Z^MM-Ti I C*- 

K^*4 0 1 i. >im^m.A 2 5 , uM^SL^m (r 

1 ) 4 2 1, mmSLA 2 4. »at^S4 2 7 . Bf^jb 
*®(EK1) 423-1, Bg^^b^S ( E K 3 ) 4 2 
3-2, B§#{b^S (ER1R2) 423-3. a#fb 
#®(DK2) 428-1, mmt^S. ( D R 1 R 2 ) 
42 8-2^M:m-ri> ICiJ- K4 0 2-Ct»fiSi$n-5. 

[0 02 3] C©I C*- F->::<f-A«, 07 ( b ) tc 
m-TJ: ^ ^cfi^Ln-C«^©f§§?:tf ^ , Sf, I C ;(7- K 
4 0 2« I C* - K^^4 0 1 ©SlaE^rtf O/cJiXC. gL 
(R 1 ) 4 2 1 t?aSK (R 1 ) s&^l., C 
tli^mt^m (EKl) 42 3- 1 -CBf-^^bUr I C 

i}-\--^^4o licmm-ri) (.^.t-vVa^i) , ic 

Fffi*4 0 1 «§«L/cBg#<btt$B^«-^{b*® 

(DK 1 ) 4 18-1 vmmtr^-:^x, i c*- f 

4 0 2cr)lgaE*tf^/cJ*(C, SLifc^^^K (R2) 4 1 
irSL^ (R2) C©SL^ (R2) .ta^^b 

VtcnM (R 1 ) *^fiS*®4 1 2-C^fiSL, Cti*Bf 
-^{b^g: (EK2) 4 13- 1 THgf-^^bOr I C*-F 

4 0 2-^mmri> (.i^t^-jVA: 52). 

[0024] IC^7-F402 «S« l^/cBf-^ttfR^a 
-^{b#|g ( D K 2 ) 4 2 8- 1 xm.mtU. S 6(C;»lSI 
#S4 2 7mSfc (R 1 ) tSim (R2) (c^gl^S. 
»i§l3n/cSL^ (R 1 ) itil^m^^^ (R 1 ) 4 2 1 
7!H»*l^/cSLS^ (R 1 ) ii:k®#e4 2 4-Cl:b?53*l. 
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mm^^-^ttut I ci}~ m^Ar o i ^siel-c. m 

[002 5] ^m^^A 2 7 ■Cta-glS n/cSLSS: 

(R2) W. Bg-^fc^© (EK3) 4 23-2-CBg^{b 

snr I c*- KSg5i54 0 ic*-f^ 

5S4 0 1 S«Ufcll&#tiH8««#{b#m ( D K 3 ) 

4 1 8 m^it-cnf^tifcim (r 2 ) 

iSL^^^© (R 2 ) 4 1 1 Ai^^LtcU.m. (R 2 ) 

*it$5*K4 1 4-cJtiji[u. ffi^*s-srrntf I C*r- 

K4 0 2 ^SSEL-r. *!!ffl#S4 1 5 tcftf^g^oj*-^^ 10 

[0 0 2 6] I C*- K4 0 23&S I C*- KS3*4 0 1 
^riSSE U -CMa#e 4 2 5 ©Btl<'P*rp nj U , I C * - F 
^*4 0 1 *i I C*- K4 0 2*^iEL/-CS{ia^g:4 1 
5 ©Stlf^ ^rfip-SI-r ^ i . JQS^ia 4 1 5 t Mffi^lg 4 2 

1. M3) Bg^lb*® (ER1R2) 423-3-C 
SSSEI^tCSLfSIl^^© (R 1 ) 4 2 1 J&s^afel/JtSL®! 
(R 1 ) iSL^^^^IS (R2) 4 1 l*i^iOfcSLI^ 20 
(R2) «rBi#S|<tL.t:B§#{b3tlT^Sn (^f-y 
r»'4 5 4. 4 5 6), IC*-F«*40 l»cn*« 

■^b#s ( DR 1 R 2 ) 4 18 mm 

#K4 1 5i)mmi:'i7^. ttc. nm^^A 1 5ti>^m 

m^tlhT'-'Stm iM2. M4) loI«{CBg#{b#S 
<ER1R2) 413-2 rSISE^tcaSJ:^*^©: (R 

1) 421 ^m^LtciLm. (R 1 ) iSLI^^*#S (R 

2) 4 1 li)i^^Ltcim. (R2) ^B&^HtOTBg-^ 

-fbsn-cjamsn (;^f--^-/4 5 5. 457). ic* 

-F40 2(*cn^«-^{b^l9: (DR 1 R2) 428- 30 

2 -rffl-^^ t . teffl^K 4 2 5 i)mm%n ^ . 

[0 02 7] C©i^;:^7^A«. 0 6 "ClJiia l//ci';^7=- A 
iJt^lU-C. IC*-F3!>«IC*-FJa5K*K:E-r-S)^ 
It^i^c < , I C F«8*fc I C tl- F)&SSEl/-CI,»S 

[00281 i|fraiF2 - 1 9 5 3 7 8#^^#8-CffiSB3n 

xi^^mmit, SB (a) {c^-Tcfc^tcMsi^tas i 

5. SLI^I%:£#^I8 (R2) 5 1 1 . Bf-^b^® (EK 
2) 5 13-1. SSmt^m <ER2) 513-2. S 
#jfc^® (DK 1) 5 1 8-1. m-^<b#© (DR2) 40 
518-2, Ui^X^f531-l. 531-2. Sffl^W 

mmmmn^^s 32-1. 532-2 4:i=<i-r-5 1 c 

*- F«8*5 0 1.!:. *!ai#S5 2 5 . SLSffe^*® 
(R 1 ) 5 2 1. Bg^-fb^lS (EKl) 523-1, Bf 
mt^St (ER2) 5 23 -2. «#{b#® <DK2) 
5 2 8- 1. m-^b^© (DR2) 528-2. 1x5^;^ 

5^541-1, 541-2. nm^s^mmun^mb 4 

2 - 1 . 5 4 2-2 imm-Ti, I C*- F 5 0 2 -C^fiS 
[0 0 2 9] C<3[>I C*-F->>^-f-A«. 08 (b) tc 50 



!|#|g^ 1 1 - 1 6 8 4 6 1 
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[0 03 0] i;T. f'-^^i^ojKmc^^. IC*- 
F 5 0 2 *5SL^^^#© (R 1 ) 5 2 1 VSL^. (R 1 ) 
*l6*feL/-r. cn?rU2^>^5'54 1 - 1. 54 1 -2^^ 
tgiWrSiifcKBg-^^b^® (EKl ) 523- 1-CBg 
mtLX I C*- FiS*5 0 1 '^mmL (Xf-^ :?"5 5 
1). I C*- F^* 5 0 UiC n?r«#{b#l^ (DK 

1 ) 5 18-1 r«#<bot:ffircSL» (R 1 ) ^i^v^;^ 

d?5 3 1 - 1 , 5 3 1 -2-^tS^-rS. */c. I Ct>- 
F^*5 0 l«SLlK%^#a (R2) 5 1 1 "CSLia (R 

2) C:n*Bi^<b#© (EK2) 5 13-1 
■CBf-^^bOr I CiJ- F5 0 2'^iim(> (Xt^^- :7-5 5 
2), I C;^7- F5 0 2«m-^'fb^m (DK2) -CCn 
^m^^tL-Ciim (R2) «r?#*. 

[00 3 1 ] CCDJr^tcfflSfcSLfi (R 1 ) ia» (R 
2) €:a^0T-5i, I C*- F^^5 0 1 i I C*- F 
5 0 2«SLI^ (Rl) iSLI^ (R2) i^mOXT'-'^ 

mR5 2 5ti^t:>mm$tii>r-'i'^ (mi, m3, m 

5) ». Bi#^b^® (ER2) 5 2 3 -2m^ (R 
2) ^Bf-^^ilx-TBg-^bSn. 3e>(CgF<fe6<)iil®«]?g 
^1^1254 2- i-c\yi^:^ii5 4 1 - 1 {ct&iWStirc* 

€>F«9^t?*^gLS!5 (R 1 ) t<Dmmm^mi)mw^ 
tl. c (omn^^^Mm^ n-s ( x-?^ 7' 5 5 3 ) . i 
c* - F4SjR5 0 1 it^un:m^mni:mmmismm 

mn^&5 3 2- 1 ■cu-yx^5 3 1 -HCi&m^tlX 
C^SrtS!r**SL^ (R 1 ) «:fiJfflL.-CgFfl6e«ji6fflfaj|| 

fi[*©5 4 2- 1 ■c<omno:>Mmmmb. cnsr^-^ 

^b#ia (DR2) 5 1 8-2-CgL?gC (R2) 5rBt-^i 

L-cmmtL-c, mm^^b 1 5*5i2is=&tf5. */c. 

\yly:^^b3 1 - 1 . 5 4 1-1 {C^KffJ^nSrtSttji 
{imtC-t©jl«rtSt?*-:,/cf'-a» (Ml) {C^ES 

n. ;^c©jni-c»f'- (Ml) hmmmsimmifim 

nttii> (X7^>:7*5 5 5) , 
[003 2] tea*IR5 1 53&i^j^3n4f" 

(M2. M4. M6) 4>. Bg-^gltCSLtit (R2) 
^m.m L/. UJ^;^^531-1 i ©SFflkWift 

CO 0 3 3] c©'>X7=-A«. ef(fee«ji6afn(Da#«:J: 

«6. Bt^<b1«$B®»?S«Bi|-C*^. 
[0034] 

3 1 2 8 9-^<&ia-CJilS$nri,>?»f$5l5-C». ^ilJ&tf 
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-5) . i2aEf*(DBf s nn«. i c * •- h* *i i c 

t}~ vm^^m^\^tcmimtK.'ftK\yx. je^u i c 

ij- K«8**^3Tec <Ht>«va4l±-r«:) . I c*- 
[0 03 5] #g|¥2 - 3 1 2 9 0-^<Z^^#§a^2 - 

4 4 3 8 9#i:^«-rsi5S3n-ri,»-2.e?5i5-c«. fig^BS 

( I C*- I C*- h-^*(C}fA$n-5S) (CBf^ 

fc* 0 > igll?^®^0 r^* L3&SpJtfe-C*S i i fcCC I C 
[0 03 6] it$ga¥2 - 1 9 5 3 7 8#^ifRrffi^3n 

tifi*-&to-e-5t3e«:«RS*s«jii%5. 3;/c« ic 

ti-Yticti- Y^-^<Dmm'^m^9mifimtm—c 
$>i>tcisb, I c*- KF^©jl^i«■5Jtg-c^>^*s^iE^^f 

[ 0 0 3 7 ] *c-r. c<D^mit. ^mrj^mm'c'mnm 

[0 03 8] 

2©^(cst-r^>iii©ttfs*^<fr-5>BgK:. Buteni 
©iia-r^ 1 ®gL»*»^f i i 4> cc. b/c^ 

1 (Diimt^ 1 ©If ^^/^L-cm 1 (D^is,imt 

U. 1 ©^^tt$R*Hg-^{b 1 (DBg^fktt^Ri 

m 1 ©Bg-^^ btt«*Sfi L. fclria^ 2 RS« 
<t Bui3^ 1 ©SLSt <»: Cc^gt L . BulBH 1 ©t»$RK:>i*-r * 

*aa*tTi,> . KTiBH 2 ©sia3&> 6frsBii i ©siatc^t-r 

^,i^2®t»iB*jiff-rs^{c. Hirfeig2©i^a-c^2© 

2 ©tt$8 1 tJIB^-SI h tcm 1 ©SL» <!: ^-^m l/TTl? 2 © 

^t}^ 2 ©ag^{bit$fi*sfi L. fcBijiB^ i <ommt. 

^S«0/c^2©Bf-^<btS«*«-^fcL.fcS^. SirfB^2 



C8) i^gg^ 1 1 - 1 6 8 4 6 1 
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m^mi^ic'm i ©sLfaimfs^^ofcig i <j>um.t^tt 

$5 C . tetblj^ic ct 0 HuiB:»it L/ fcm 1 ©SLIS i mflB^^ 
1 ©SL^i*i-SScLfciS^(CBulB^ 2 ©^g^^ 
iiELrBirfB^2 ©ttlRtC^Ft■r^>MS=&^f t-\ fjIB^ 1 © 

I^SC. SiriBlll©^g-Cl|3©£L»^^^t-.Siifc 
tC. ig^^U/c|g3©SL*5!igSII3©it$g<i:B«iB^ilL/ 

10 ©^fixtf fR«:Bt#^b L -cm 3 (D^mtmi t friBII 

2©^S'NjiHiO, MiB»i©igaA^6S(3©Bt-^btS 
«*SmU/tS5IBII2©Sia«. SES^b/cm3©Bi# 
'(bttfS^^-^ibUfcf*^ H?iBI^3 ©fffgiB>rfBm3©SL 

ia:t«rfBii2©£Li^i«:^@tL/. ^^mLfcmzosi^ 

iB»l»Lfcl^ 2 ©SLiaiS(rKIBI^l/fc*2 ©SLI^i*^- 
WLfcm^icm^Sm l ©iia?:iSaELrBiJfBm3©t»fR 

K:>ffrs«!is*m\ Miem i ©KaiB5iBm2©^a 

20 

[0 039] lE/c. m^2<D^m-ci,t. i ©» 
Bjcctec^-c. friBH 1 ©^?a*i^f^B§-^b*i<fco'a^^b 

<!:B!riB^2©Sia*stf^Bi-9<b*JcfcCX«#^ti». ISJ- 
[0 04 0] i»#]13©%Bj-c»> i»*^i©% 

fBm2©sgaw. Btria I c*- h-<btfifi©ji^*?f ^ i 
[004 1 ] sfc. mtm4<D^m-cit. mn^ i ©« 

30 HJ^cfcc^r. mriB»l©^aiBuiBl&2©Sgatl3:. I 

[0 04 2] tg*^5©^B^-C(i. ^l©Sia<*: 

»2©^ai©ra'ctii«©s^*^5ci5i»ia>3ii-rc i 

a*^6BiifBSS2 ©jga«:«-r.5» i ©ft«*^ft-r.sR8 
(c . tsr^m 1 ©Slat? nr i ©SLfa*^4-r s 1 1 tc. 

Smi©tffg=&Bf#{bl/T^l©Bg-^^b1ffRiL.> m.m 
1 ©fi§#^bt»fBimrfE^U:r£:l| 1 ©SLifei^^liKOT 

m 1 ©iMftit^Ri H(rfBm2 ©«a-sant l.. mftaM 
40 1 ©$ia*> ^►Bfrf B» 1 o^mmmm^m u /c^jiam 2 © 

^a«. i^[S«U/c^l©3tfit»$R*MiBlll©SL^!t<i: 
8«BB^i©B§#{btffR<bk:^jgtL.)rcf^. Klli©Bg#{b 

mi=&mzm 1 ©wwtca-^b l . se^ 1 ©tswtcs^-r 

■ri>m2(Dmmmm-r^fsnc. mim2(o^m.-cm2 
aysLmim^titthi^, ^2<DfmtmsE^mL 
tcmia)simi:^-^mLxm2(D-^i^mmtL, tm2 
(D-^mm^m-^itLxm2osimm^tL, mm2 
<Ds§^i mn i sjiBi^sfe L tcm 2 ©sl3s tt-^iiiLxm 
50 2<ommmithxm^zmi<Dikm^mBL, m^2 
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Ks« vtcm 2 (ommmsL^m^m 2 ©slu^ iwiE 
^imm^mt^m 1 ©sLsi(iBuiB^2©t»#Ritc^ai 

l^. I^^iii L/cH 1 ©iLS^^IulBfg^ 1 ayumt 

^tm. u . m^cc =fc 0 BtrtB^Si b/cm 1 i tfriB 
^ L. fcni cDSL^ t ^i-m b fcm-^ f^msim 2 ©«s 
%igSELrB!ri3»2©lt«{c*f-r*«a®'&tfi^ t?ia» 

•r -5 BS^C . HuiBH 1 ©i^Sm 3 ©SLS^r^^-r -S i i 
*>CC. Klg3©tS$BiBtiie»fltUft:^2©aiK:<i:*^fiS; 

■m 3 ©Bt#{ bit#B tb. mm3 (Dm^mm t mt^m, 
2 ©sig-vai© u . MiBii 1 ©igSTip 6113 ©aie 

1t*B*SftbfcSflsBll2©Slg«. ^§{tL/cm3©jt 
{ltt«* Biriai? 3 ©SL^i miia^ 3 ©Bg#{tt»$R i {C:» 
atU^te^, gE»3©Bt^bt»«*MgBII3©^fiSt»«{C 
a^^fcL. lg«^^fcU)fc||3©^^t»fK?rB5lfil^2©SL 

i^iB?iai^3©«is<t«:^giL.. wsim.\^fdmi(mm. 

iH«tBII^L//cm2©SL3Ki4tW5L'. KitlSiCcJ;^^ 

f a^fii u fc^ 2 ©a« iSJsaife^ bfc^ 2 ©sL®i i j&s- 

Scl//cJS^(cMfB^ 1 ©llg«rS.iELTl5fB^3 ©«#R 

K:ji*r5*?ia«rm\ Mian 1 ©j?s<!:H5iBii2 ©iig 

i©ra©tt«©jilS*«i|i»7-r 4 * -Ciia^iffi**!! DiET 
[0043] */c. S**^6©^W-C{t. it*J15©|% 

iitriaii 2 <D^m.m=i ^ Bg-^{btJcfc?>'«-^{b i 

[ 0 0 4 4 } * /c. 7 ©ifeBj-r «. 5 ©^ 
Wcijt^t:. t9rffilli©Slg». I c*- Itf 

fBI^2©$?S». bSIE I C*- K<!:tf?fi©jiM*?f ^ I 

[0 04 5] Sifc. IS*398©|^§B-rtJ. ^^5©* 
BJCCfcC^-C. mriBIR l©^SiH?rsm2©igSi». I 

[0046] $/c. i»*319©^HJ-c«. mi©S^t 
H 2 ©^g i ©H-Ctt«©iilS*ffSlHl»S8 *) Jg-r C i 
(Ci: 0 jMft*?f^t»$Bjiftilg(JC*5i,>-C. MfBI^ 1 ©$l 
% 1 ©t»$R*aS#S:<bll 1 ©SLlgBBI*#l9:ill 1 

©^fiR*®im 1 ©Bf-^b^sim 1 <mmt^^tm 

^2©t9$BMS^®i^2©SL|gll%^#®<!:^ 

2 ©^fiR#i2 tm2 <D9§mt^m tm2 (om^t^m t 

m2<mm^mtm2(oim^^ti^mi.. m%^m\ 
<Dm.m^m^m2<Dmm^\un^mmirhm-^ic{t, m 
iB0 1 (Dmmxm^m^mt i>mw^^tsri> tth 



(9) ItgfW 1 1- 1 6 8 4 6 1 
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b . BuiB^ 1 (D^m>iS:m^m*itiit) u tc\nn t mism 1 

©£Ltit^^#K*5^^bfcSLSS!<!: BirlB^ 1 ©^gt^S*i 

ffitf ufcSLSiii *B!(ta» 1 ©^(S^s-e^iiJE ofcf*. Sir 
tan 1 <ot§mt^mvmmtLxfs§mtmnt uxmm 
L . msim 2 (Dmmmsim i ©^g-^tt^R^riim-r 

ti^fcii. BulBH 2 ©t«$RMS^©*iKlffr i,mn=s: tb 
:t>-r 4 i i 4> (c. fffem 2 ©aiS^*©**SLIS*«5fe 

10 L. B5iBII2©^gi^S*ifriB0i©^g*^e.§fiO/c 

ii:Hu©t«#B(c^*n*BijiBm i o^im^Ltami: 
fmLxmnb, m?&m2<omn!m^mifimt}L'tcm 
ntmsim 2 ©sLi@:^^^is*5f6i 0 /cSLi^ i if fan 2 

©^il*S*^S(f# L /cSL^ t * miialR 2 ©-^fiS^er ^ 
fiSLfcm. 8513^2 ©Bf-^{b#S-CBg-^b UTBg-^btf 
«t L-CjtUt 1/ . bJIB^ 1 (O&Sim^ 2 ©$^S*> 6 
©Bi-^^ bltfS^^m L fcm-^K. it . iSSft L. /cBg-^btS 

«4BuiB»i©«-^^b#iara#^bi//cfi^. mria^i© 

^SI#©t?«?gB^ 2 ©1t#8«!ra#S3i«ai* L/cff «<t«ir 

20 IB® 2 ©SL?^3fe#l33ii5^*feL'/cSL!K<»:B«fem2 ©^fK 

n 1 ©sLi^^^^s:*i^:£L'/cSLis<t ^mum 1 ©tbK 

^laribtS^L, m«^*S**i-Sc-c*-7/cJt^tCHyfB^ 

1 ©:^si*is:-c^gi u /cBuiam 2 (omm&m^m^iiitj 
b/ct»#R=&Mia^ 1 ©tf $fij£m#®-ciaffl l- . tinam 2 
©s^ajaiBiriB* 1 <DmmiPh<ommtmmi^mbfcm 
^cc«. tesft L./cBt-^{bit$8*S5iB»2 (om^imm 
-cm^itLMk. miim2 <o^m^m-cmm 1 ©it a 
te®#m*<m:'3Ufcts*8iBuSE® 1 ©sL»*afe#s*if6 

30 4 L- /cSL^ i H?f BIS 1 ©»gt#m*«aXf# U fcSL^ i (C ^ 

gi L . iSiRff 1/ fcaisc i Btriaii 2 ©slis^^^is aj^^ 

LfcSL3&i*B!riBI»2©itgJ^e-Cj:b$j5l/, 

*s-sc-c* o/t^ccffiiB»2 ©^(K^a-r^at Ltcm 
tarn 1 ©tsf85aa^e3!»sffl;^i^/ctt$H4frfa»2 ©«« 

[0 04 7] */c. ii^l0©^r». ia*:il9© 
j%Hj(C*st,>-C. mMm 1 ©^g*iB!JiB^2 ©^g*^6tff 
«*«ff -r Smi iCffria^ 2 ©^g-^lf $R?:i^ftT •51©^ 
{CW. B5fiBS 1 ©^fiJE^Sli. mriB^ 1 ©tefRJOiil*© 

tfc i ©^^ ^r^fiX L- . miEm 2 ©SIS*sfii3ll 1 ©SIS*^ 

e>«$S4S(i^-2>B!i(CB?iaii 1 ©$lg'^i«$R?rj^ffr ^> 
«^{c». «(rga»2®^fiX#i8». WBa^2©it*RMS 

tciLWc. to^ih'^^mL. mism 1 ommmiim 2 <om 
m^im^mmri>m<^. i?FtB»2©i^g*i6it#R?rs 

mctcm^icit, mam 1 ©j;bi5^®AiSLSs:©]:b©*tf 
fcrccBuiE^ 1 (D^m^m-c^mLtcm§Em2o:>mmm 

a^ia*stB;t;L/c1f#R^B?iail 1 ©1f$RA!iil*K-CMffi 

50 miEm2<o^ifimiEmi<of^^mn^mmri> 
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C 0 0 4 8 ] *fc. iS«^ 1 1 ©f6ia-C». fi3}t319 * 

tdit 1 0 ©^Hjtcfct^r, Mien 1 ©Bt#{b^K<J: Btrie 

112 ©Bi#<b*®<!:Bf(fe» 1 ©«#^t^©iS!)iBII2 © 

rs. 10 

[0049] */c. it*^ 1 2 ©^?g-C«. iS*:^9 * 

[ 0 0 5 0 ] S/c. 1 3 ©^Bjrw. ii*]19 s 

fcW 1 0 ©^Hj«:*iC»r . «5IB^ 1 ©Sgai«?riBm2 © 

( 0 0 5 1 ] SEit. 1 4 ©ffe^-cii. m 1 ©iia 

t » 2 ©S?a b ©lffl-CtiN8©3l5=&Bff 3£@lgC«l 9 ilT c 

1 (ommt^mtm 1 ©jja^jai^iaiss 1 © 

TJl^lll#e i » 1 ©J:b«5#© <!: ?r:i:<i L . MIBig 2 © 

2 ©iJB^fiK^Si^ 2 (orm-^f&^&tm 2 ©n^^t 
#e t m 2 ©a^{ t^K tm2 (Dim^m^^tm 2 © 
TJi»si*s<!:m2 (Dtm^mtiRmu. mam 1 © 
i&aj&^WiB^ 2 ©iia'^tt««rai^ *«^cc«. wis 
^ 1 <Dmnmm^mimis-ri,mm^mt)rit i 4> 30 

fIiBl^l©SL|g{^*^l3m»?r^L. ffiB^ 1 
©^@l*©*iH5fBII 2 ©$ia*i 6^(1 Lfcm.wKDimi'C 

^* n-5 mfia» 2 ©siajti*^ l- tcsi^i^mvcmm 
L. mnzm 1 (ommmm^mtmtJbfcmmtmiEm i 

©^lll#l9;3!>iIXf#L//cSL3S<t?:BUiB^ 1 ©TS^^#K 
•V-^m L fcf*. SuSB^ 1 ©Bg^ffc#l2-CBi#{t b -CBg# 
^bWffliO. iSBf-^{bWfRimriB^l©£LSt^^^S*i 
L/cSLifci *frse^ 1 ©±I1^R£^IS-C^fi!c L/c^ 

fiXt&^gi L- rmm b > BuiBiR 2 ©^a*iB5iBi^ 1 ©J^a 

i^<fr-5teig*ai;':-r^<t<!:fc{c, B!rfaii2©sLi^^ 
^lamtJ:?:^^ b . mam 2 (o^m^m^mi&m 1 © 
i^3!p6S{ii//cii:w©t»«cc^sti4friBSi 1 cc^a 
^im^Ltam^^moxmni'. mism2<Dmmkm 

Ufcit#8tmiB^2 ©^J-gt^SjiiBXffLfcSL 
!Ki 'kmum 2 ©TB^fiK^K-C^SE t/ B?riB» 2 
©Bg-^{b^S-cB§-^{bL/rBif^^btf?fiiL. igBi#^bt» 
f B <!: mmm 2 <DsimB^^mi}m^ l tcsm i * mibh 
2 ©jji^fiS^^-c^fis u /c^^tfffs bLxmmo. m 
fEm 1 ©$?a*iBijiBii 2 ©s?a!{p p>©^fiSttfE*s^ o so 
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fcjs^tc«. ^s<tu/£^Jigi«#8*>6mrga^i©±®^J 

8t*®*sWf B^ 2 ©SL»^4*©**^^ 0 fcSLI^^^SI 

Ufcft. BtJfB^i©«-^<b#S-c«-^{bl/, ?6{cmiiB 

m 1 (D^m^SivmMim2<Dmnmm^&i*^iiiti utcm 
mtmiEm2(D^m^mi)m^^Lfcnmtic^^L. m 

t =& BuiBm 1 <Dtmm9xim u > igtb«jife:^*i-scc 

^o/ctl^tCBiriB^ 1 ©^BI#g:-C:»fBb/£:MiBII2© 

if«tes#®3{i«m:tibfcit«*BaiB» 1 ©t««A!is#i8 

■cjna 0 , sjiBn 2 ©^a*Jt5f sn 1 ©^a*^ e. ©^ss 

»2 ©±B»!!S^©*iffirfBm 1 ©aia^#l2**^U 

■tcUM^^mLfcik, B5iBm2©m-^{b^®-cm-^b 
u . a e B^tai^ 2 (o^m^^-vmi&m i ©t»#s«as* 
i/fcitisi BuiB^ 1 (D^m^mmi^LtciL^ 
tic^ML. mLmLf>im&bmum2<Diifm^^m 
L fcim t ^mtzm 2 (Dtm^m^im. v , i^tb 

$)Se«*s-Sc-c*) /c^^ccHiifB^ 2 ©»6l#l9;-r^g| 
l//t«(nBII 1 ©tSffiKia*S**m:*JL/c19f8=grB5ffim2 

[0052] «*5 1 5 ©^B^-c«. m^m 1 4 
©»Bj{c*j i>r > t3ia» 1 (o^mtmtzm 2 ©$ia*^ 
If fR4Sft-r -STOtcButa^ 2 ©^a^ttfg*3i<fr s« 
^ic«. BMian 1 ©Bf-^b#ist*. Buteili©t»f8MS 

*®Aim;'3L/ctWB©*4Bg-^{bl/. B!)iB02©*ia*s 

mim 1 ©i^7»>6tt$ii«:$m-r '&mf(cii§Bi» 1 ©iia 

BirlB^2 ©t»f8*tta^l2*«ffi:^ 0/c««©*t:Bt-^b 

0. frsE^ 1 ©$ia3&iMiBm2 ©«a'^ts$8%^mTs 

HMic. Hifia^2©$ia*^e>t»$B?rS{iU/cti-&{c{*. mr 
lam 1 ©J:bl5^©3!)JSL?^©i:b«J«rtf tJTKMfei^ 1 ©^ 

dt^ia-c^^ii 0 ytwia^ 2 ©tt«Ma#e*im* L/ctt 
^^firiBm 1 <j>\mmm^«!M l . ^lam 2 ©^a 
*imrfaii 1 ©^a'^t»?a?rj^ft-r ^mrcc. Htria^ 1 ©si 

a*>61f#R*SftL//iil8^«:tt. B>liB®2©J:bS{#S*i 

sL«^©J:b!K*^f tot*{cMiB»2 <j>^m^m'c^i>fcm 
ga^ 1 ©««jasi#s*5a*bfcfffS4frfa^2 ©tt$8 

[ 0 0 5 3 ] */c. w*Ji 1 6 <D^m-c\t. tmm 1 4 
*/cwi 5©^BjK:fci^r. Miami ©Hi-^^t#©<!:l«r 
gam2©Bt-^^b*iaiBt)iaii 1 (Dm.mt^®.tmtm2 
©a-^<b*®i«. iii-©H§#i8*^ffl-r^)Ct*!itSi 

[0 05 4] if:^^ 1 7 ©^B^-c«> m-^m 1 4 
s/cit 1 5 (ommisi^^x. BuiBH 1 ©siaw. i c t> 
- K-c* "J . friama ©sga«. mib i c * - k tts^R 

[0 05 5] s fc, ii3}?^ 1 8 <D^m-c\t, tt^m 1 4 

a/cttl 5©l6BJK*JC>r. filiaigl ©^ai 1513^2 
©S?ai». 1 C*- K-C*^>C<«:?r!|$ii<bT5, 
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[0056] 

[0 0 5 7] I C*- Ki^X7-A©i#fi£*^-r 

sLSc^^^e 1 1 . sm-T'- i'^fS.^Si i 2 . 

*glW*m 16. SL» • f'- ^f^ffll*® 1 7 . «#fb#g? 

1 8 ^mmb-cmm^ti. icti-vz 10 
21, im- T'-f-^^a^mz 2 . m^it^mz 3. tt 
i5#S2 4. 7^-a'i!ia^K2 5. B§^m^m^m2 

6 . sLigc • f'- d»^«t^e2 7 . mmt^m2 s 

[0 0 5 8] I C*- K«*liC*J(,»r. -r-arMS^ 
Si 5W I C*-^•2iCDW■CSS«:^f5T'-3'CD«la 

mK SL^^^^Sl l»ffi^©SL^?:^^3-a-. SLS 
• f'- f^fiSE^S 1 2 IJSLSi^^^S 1 1 **»Sfe-r «SL 
t^ir-^iinS^gl 5A5m:^-rSr-^'^=5r^fiR-r 20 

im^a- f'-^^fiS^si 2-V'^m$titcSimt7'-'St 
rBt■^^b^^la*^f 5 . ffi#{b*©: i a » i c *- H 2 3i» 

lai 7«a-^^b^si 8ra-^^bsnfctt#s*sL?^if^ 

[0 05 9] I C*- F2{C*j(,»-rfcl51fi|{C. f'-tSfSfi 
S#IS2 5« I C*- FiS*l <!:©rarS^=£^f ^7^- 
i^CDiJia^ I C;<7- KiSg* 1 ^(Dm'^^^^^^^^i^ 

SL» • f^-^»^fi5c*S2 2«afB[^^#e2 1 40 

2 2r^fiSSn/ca?»i-r-df^?:8g^»»j#©2 6 

#gi*SiW^I9;2 6«:*SJft3nTUSBg#li«. ic*- 
K«8* 1 ©Bt-^«I^SiW#© 1 6*s*S!WLrt»^Bg-^<t 

iHi— -c^-s. «-^t^ia2 stj I c* - Kffijsi *^e>jii 

Bf^Sl^fflC^rffl-^ibMSl/. SLigt- •r-^'^8f^lS2 

7 (S«-^{b*® 2 8 r«#{b§ nfct9«*SLI»C<!: f'- f 50 
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tC^St-r -5 . J:b$5#^l9; 2 4 tiSLSSt^^® 2 1 L 

?rl:bl5 U , |HJ— r fcJS^. I C * - K 1 ^IgJiE 
L-C7^-d?*aS#©2 5'^7'-4'^€:i*Bj-r4J:^(C 

[0060] 02». ai CC^l^/cI C*- Ki^;:^f'A 

[0 06 1 ] *-r. :x-1f*i 1 C*- K2* I C*- K 

1 ^mxh. w«**fiaiwtcSiK$n-5i. i c* 

- Kffi* 1 BSL^^^^K 1 1 TSL^R 1 ?r|%tfe3#. 
B§#^b^® 1 3 m^R 1 ^^mtt^ 7*5 
1), C©i*. SL^RUiSLfgf f^-f^fiS#l9:l 2 
ff'-^^S^Igl 5*sa;^L/ft: I C*- K2-sJ=f-r«> 
f§L?^^^S*-C*SSL?KS*<t^JiS3nr*>6Bi-^b^ 

[0062] Bg-^{b?4afcSLI^R 1 igLlKSJitK (SLfS 
S*. R 1 ) «IC*-F2'>^Simsn (;^7^-^-7"5 
2 ) . I C F 2 -CBC n*«-^b*© 2 8 -CBf^ii 

*S«Ci^©2 6 tctsfi^?4ir i,^-?>Bg-^ii=&ffli>r«-^<b 

[0063] ;xk:. r~^«m^m2 srsmf'-dr® 

•c) . a?i^j%^#K2 imi^R2*^L.r. cixt 

^#©2 2r^fi£L-. cn^Bg-^^b#S2 3-CHg-^^tS 
iW#©l 6«:fflt,»rBt#jbL/cK (fSS. R1R2) * 

(xf-^.^5 3). I c*-F«S3RiK:*forSltH-r4 
(;<?--y:?"5 4) , 

[0064] K (lEg. R 1 R 2 ) ^^{MLfc I C*- 

F^*H*. «-^{b*®i 8vv§^m^m^$^l 6{cts 

!WSn-C»,>SBg-^«:fflC»-CCn*a-WbL. SLIBi • 
-^S'^gl^Ki Tcimn 1 'Sr^J-^UrtbgJ^S 1 4-- 

mu. ix:-^m^tii^R2^^-^9i}tm^&i b'^WL 
n/cSLf^R 1 1 X 7- f ■^'5 1 -cuMi^^m^ 1 1 *5 

%^L//cSL3EiR 1 ^ibfjJL'. iS|«*i-55:-rn« I C*- 
F24i2aEL. T'-^S'tea^Si 5K:*tLt:x-if^© 

$Bm<D^x$>i>. 

[006 5] tbis^ia 1 4 xtmufciim. ■ i^^ei 

^® 1 7 r^gt^n/cSLI^R 1 <!: XT- 5* :7'5 1 fSLife^ 
1 1 *s-S(LfcJ«^tc I C*- F 2 ^r^-Ti© 

{J. I C * - KiS^ 1 '^©S3R-?>It;^A5SLS5!R 1 i i 4> 

(ciim 5 s c i , Bi^ii^js^^a i e ic^m 3 n/c 

X3f><0. 1BLK.vmm^m^tJ:l^^iEtJiimifi I C*- F 
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■cttct iyrfc|gI^«:jMe.n-5S*-?>iSS« I C*- F 
[0 06 6] 'Xic. 7=- ^'imiAt'foi^ritcf- ^mm 

1 1 LfcSLISR 3 O-CBf-^b*® 1 3 'sjg 

L , Bi-^^b^K 1 3 » c n=£B§^iits«fi#K 1 6 (,mm lo 

R2R3) <bOr (Xf'5.-:f55) . IC*-K2 

[0 06 7] K (Ti'-bXS*, R2R3) 5:§(tO/c 
I C H 2 ffi#jb#g2 8 ■rBg#gt^«fl#©2 6 

{c«iWsnri»-5Bt#si5rffli»t:cti=i:«#<bL, a» 

• f^-f »8t#s2 7 rsL^R 2 ^^muxtm^m2 

jg-r. J:bl5!#S2 4-C«. SL» • f'-if»llt#S2 Tt? 
^it 3 n/cSLI^R 2iX7=--^r»'53 -CSLfgt^*fe#e 2 1 20 

L tcSm R 2 *J:b$5 L . M«*«— S-mti I C ij 
-K«*14igiEL/. 7^-:S?«iS*m2 5{c>!*U-Cf^- 
^f^oftiffiifiF^-ri. J:b*S#S:2 4-c©J:bt5tcJ:C I 

3Sl*iI C*- F2«:^iEt/caa<t|SJD-C*^. 
[ 0 0 6 8 ] 7^- f «IS#S2 5 tt. 9'- ^!smi>iffoS 

cntS«L/fcSL?aR3*SL?Sf 7=-^'^fiS#©2 
2'sg[0. ai»-f'-d»^fiR#e2 2«cniai8:^Sfe 
#1^2 1 *i^t/cgL^R 4^^^L/-CBf-^{b#m2 3 30 

•^is L . mmt^SL 2 3itc n^ss-^m^m^m 2 6 

ilS*. R3R4) ilyt: (;^7^y:/5 7) . IC*-F 

(0 0 6 9] K (ri?H2;^*S«. R3R4) 4S«L//c 
I C F4fS* 1 tt. mmt^m 1 8 -rBg#iW8!W#l2 

Sim. ■ f=' f ^81^13 1 7 mi5:R 3 *^st bT j:b$5# 

SUlA^mU. Ic>g«-^iSLS!cR4*7"-^f«iS#©l 

5 'visr. it«#® 1 4 SL» • ^-^^m^m 1 40 

1 i*s^^L/cgL!SR3*itsJL'. M^*s-sc-rn«i 
c*-F2*issEL. f'-^'ftia^iai sjcssfo-CT^- 
d^^cDifis^t^^oj-r^), f'- Saudis 1 5«. tm^ 

®1 4tcj:«3 I C*- F2*s^.iiE3n€)i I C*-F2 

mR 4 ^iim ■ f^fts^ig 1 2 -N-jgc-, sisJt • r^- 
^r^^*!^ 1 2 «cni£Lis^^#s 1 1 ^m^Ltai 

mR 5 ^r^fiSUXBg^^t^lS: 1 3 •-vigL'. Bg-^ib*© 1 
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?:fflt^-cef#{bL/rK (M4. R4R5) tLX (Xf 
^■T'Sg). I C*- F2'v^tt}-r-5 (x!;f-5rr^6 
0) . 

[0 0 70] K (M4. R4R5) ^Sftb/cl C*- 
F 2 mmt^&. 2 8 -CBg-^^ISJfi^S 2 6 tCtg,^ $ 
nTt,»iBt-^«rfflt,^-CC*l*«-^{bL. SLSK--r-^» 
^it#© 2 7 -CSL^R 4 *^gt L r tbSJ^S 2 4 '^jg 
b . iCSft-^ <!: SLIK R 5 * fSM^m 2 5 -^jg-T . 
l:b«5#S2 4-Ctt. SLia • 7'-t>^8t*K2 7t?^)aiS 
tlfciimR 4 i XT- r'-5 7 -C£L^f6*#e2 1 
LfcH.mR4=S:tmL. m^Ai-^-rtiit I C*- FSS 
*l*S!iEl.. f'-f ®S#S2 5KStL,-Cf'-^fi?<D 
*!!®«if5J-rS. 7=-:5'*3:il#g:2 5«, i:b$5#a2 4 
{CcfcO I C*- Fffi^lAiigiiE^nSi I C*>- FiS^ 

SL»R5&SUI^' 7=-d'^S£#©2 2'vigL. SLIK • 7= 

- ^ ^m^m 2 2 c *T, <t im^^^fs. 2 1 t fc 

SL3^R6«:^fi)cU-CB§#{b#S2 3'^iSt. Bf-^ib*© 

2 3 »cn*Bt-^gl*Sffi#S2 6 {ctsjrtsn-ri^SBt-^ 

m^m^^rssmtbxK cms. r5R6) iur (x 

7"-;'7"6 1). 1 C*-F«*l'^SII±l-r-& (Xf 
6 2). 

[007 1 ] WTPI««:> I C * - F^* 1 ttSLIBcR 5 
©tb^T I C*- F 2 iVSMbXi}^h!imi:nt.^ (Xt^ 
2»7"6 3) . K (M6. R6R7 ) * I Ct>- P 
mix (X7^yT^6 4) . I C*- F2«SLtfcR6©i:b® 
t? I C*- F^* 1 «:S2iE0-r*>e.i!flS?:m> (Xr- v 
:^6 5) . K <M7. R7R8) 41 C*-F«*l'^ 

[0 07 2] C©J:^(C. ji<f»(C I C*" F^^l i 
I C*- F2*itiS:CCigliE?:tf ^Ci-CfiKO?^*^^© 

3}?. JSS, Ti'-feX^JJ?, Ti'-feXi^m, Ml. M2 
55?) (CSLI^^r^SKO-CBg-^^b^tf orc^Sfc*. ig^W 

*jifi-r--<#t»$8) 5:Bt-^{bu-c?#6n^Bg-^^:«^s)c 

SnfcSLi![J!©/i:26Kft|ilS/j:Sfcto, Bt-^3t©W^-^Ht 

[0073] <c*j. i%^$n-c*>6s»j{cjint3n-sa 

tS[» (X7"y 7*5 2©R 1 . X7^y7*5 4©R2. Xt" 
2.7'5 6©R3. X7^-:;7"5 8©R4^) . VmitifT 

tcBg-^fb s titcib<Dmn t-^i^ux, m wx f - 5 

6-CttK (Ti7-fexS*. R2) R3©J:'5(CL-C. m 

So 

[0 0 74] ;^{C, C©^Bjtc{^t>.5, I C*- FS^X^ 
A©t»#Biim*)4*J J: {>'«g©l» 2 ©S^t»J=£SiHJ-r 

[0075]a3«. IC*- FPa-r©tt$B3Hi*?f ^ 
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2 1-1, SL?^ • 7^- ^f^fiS;^l9:2 2 - 1 , Bg-^^b^S 

2 3-1. tm^m24 - 1 , f-'^mm^^z 5 - 

1 , v^^mt^m^mz e - 1 . sisii • t^- i?^iii^K2 

7- 1 , a^b#l82 8- 1€. IC*-FB2-2» 

SL5gt^#S2 1 - 2 . SL|{[ • f'-4?^^#©2 2 - 

2. 8g^{b#S2 3-2. J:b|jJ^I22 4-2. y'-HH^ 

mmm2 5 - 2 , iig-^ii4siw#©2 e - 2 . nm-r- 
f^m^mzi -2, m^it^mzs-z'kmmvxm 10 

[0 07 6] C<DI C*- FA2 - 1 i I C*- KB2 
- 2 ©H-Cv'- 5KD)i«*tf ^ BgJCtt. ±iE®m 1 ©SI 

mm-c^mbfc i c*- k*s* 1 <b i c*- F2®r^-r 

[0 07 7] */c, I C*- KA2 - 1 £ 1 C*- KB 
2-213:1 C;<7-F*a5i53?:/rL/rS^3n^JliJ. IC 
*-FSS^3{3:lC*-FA2- IteiCJf I C*-FB 
2-2 ifimOiLtcT'- ^?©MIl*tf to-rtcffi^^'^r- 20 

[0 07 8] C:©I C*- FA2 - 1 £ I C*- FB2 
- 2 «. ±a©SIJ60!|-e3i?§ LfcIC*-F2i mm<D 

mf&'c$>K>. I c*- Fr^©7'-i?ji«©i?f-cjs< , 0 

ItcSxl^fc I C*- Ffi8*l £©f'-ifa(i*>Bl6g-C^> 
[007 9] 

[%HJ©J?6m] tUilftBjb/cJ;^^:. cc^H^KJ:^ 

I c* - F^£ I c*- i=i)is§^immimLx 

tf«©am*m». IC*-K^*«. IC*-F3&>6 30 

^**^e> I C*- F'^^t.fcmfgK:^^L,/c£LlSc<b^ 
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